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The information contained in this document is believed to be accurate at the time
of publication, however, Accuenergy assumes no responsibility for any errors which may
appear here and reserves the right to make changes without notice. Please ask the local
representative for latest product specifications before ordering.

Please read this manual carefully before installation, operation and maintenance of the
AcuLink810 data acquisition server. The following symbols in this manual are used to provide
warning of danger or risk during the installation and operation of the equipment.

followed to reduce the risk of electric shock and danger to personal health.

Safety Alert Symbol: Carries information about circumstances which if not

f Electric Shock Symbol: Carries information about procedures which must be
A considered may result in injury or death.

Prior to maintenance and repair, the equipment must be de-energized and grounded. All
maintenance work must be performed by qualified, competent accredited professionals who
have received formal training and have experience with high voltage and current devices.
Accuenergy shall not be responsible or liable for any damages or injuries caused by improper
meter installation and/or operation.
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AculLink 810 Data Acquisition Gateway & Server

Chapter 1: Introduction to AcuLink 810

The AcuLink 810 is an intelligent data acquisition server and gateway that allows users to collect
data from all Accuenergy meters, sensors, and other third-party devices.

The AcuLink 810 collects and logs time-stamped data from connected downstream serial or
Ethernet devices and can store the data in its local non-volatile memory. When using Ethernet, it
is possible to push or pull data using HTTP or FTP protocols as well as pushing data to different
energy management system or any end user software platform. There is no software installation
required for the AculLink 810, all configuration is done from the gateway's web interface.

1.1 Module Types

AculLink 810-X: Standard data acquisition server and gateway with one 2.4GHz Wi-Fi connector
and no built- in AcuMesh.

AcuLink810-900: Based on AcuLink810-X, this device includes one 2.4GHz Wi-Fi connector and
a built-in 900MHz AcuMesh used in regions including North and South America, Oceania, and
certain parts of Asia.

AcuLink810-868: Based on Aculink810-X, this device includes one 2.4GHz Wi-Fi and a built-in
868MHz AcuMesh used mostly in regions including Europe, Middle East, Africa, and certain parts
of Asia.

1.2 Functional Overview

Hardware Specifications

- Disk Capacity: 8 GB RAM
+ Interval Recording: 1-1440 minutes, user selectable
+ LEDs: Power, Ethernet, Wi-Fi, Modbus TX/RX, AcuMesh

Power
-+ Power Supply: 24VDC, 500mA
NOTES: This unit is to be sourced by a Class 2 power supply with the following output: 24VDC, 500mA

min not to exceed 8A.

Isolation:

- RJ45 Ethernet 1500Vrms
+ RS485 2500Vrms

E V: 2.1.0 Revised: February 2024 A[C”_-‘v:?ﬁy
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Chapter 1: Introduction to Aculink 810

+ Digital Input 5000Vrms

Communication

- Protocols Supported: Modbus RTU, Modbus TCP, BACnet MS/TP, BACnet IP, HTTP/ HTTPS,
FTP, SFTP, NTP, SMTP, RSTP, MQTT, MBus SNMP, SunSpec

+ LAN: 2 x RJ45 10/100 Ethernet, full half duplex, auto polarity

- Wi-Fi: 802.11 b/g/n, 2.4GHz

+ USB: USB expansion port, USB 2.0 Host

Inputs

+ RS485 Port: RS485 Modbus, supports up to 32 external devices (expandable)

+ Baud Rate: 9600-115200 bps

+ USB Port: Modbus via RS485-USB converter, supports up to 32 external devices.
+ Baud Rate: 9600-115200 bps

+ Digital Input: 8 pulse counters

- Input Voltage Range: 8-28Vdc

+ Input Current (Max): 8mA

+ Start Voltage: 15V

-+ Stop Voltage: 5V

+ Pulse Frequency (Max): 100Hz, 50% Duty Ratio (5ms ON and 5ms OFF)

Environment

+ North America: -25° to 70°C (-13°F to 158°F), 90% RH, non-condensing
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Aculink 810 Data Acquisition Gateway & Server

Chapter 2: Installation

2.1 Appearance and Dimensions

Physical Size: 6.3" x 3.5" x 1.27" (159.9mm x 90mm x 32.2mm)

0.40”(10.0mm) % %‘

§ (ORONGO) o O O O O O O O O O
O00000OOO 0000000 OO000BBOO
=
630" (159.9mm)
z Il N
£
s HEO0B00d0| | Ebd00ddn| | 5B od
- o | — o
630" (159.9mm)
B Vi 2.1.0 Revised: February 2024 A[C”__-‘v-_?ﬁy

www.accuenergy.com



Chapter 2: Installation

0.40"(10.0mm)

g

1.38"(35.0mm)

|

1.27"(32.2mm)

U

0.26" (6.8mm)

2.2 Installation Checklist

The following materials are required for the Aculink 810 installation:

+ AculLink 810 Data Acquisition Server & Gateway
- Ethernet Category 5 cable (required for LAN or direct computer to AcuLink 810 connection)
- Power supply (24Vdc)
+ Wi-Fi Antenna
+ AcuMesh Antenna
2.2.1 Optional Hardware:

-+ Additional Modbus RTU devices
- Two wire Modbus/RS485 connection
2.2.2 LAN Information

-+ Ethernet 10/100MB connection point (router/switch)
+ IP address and subnet mask (check with system administrator)
-+ Gateway address (check with system administrator)
+ DNS server address (check with system administrator)
2.2.3 Installation Safety Requirements and Considerations
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Aculink 810 Data Acquisition Gateway & Server

- Field wiring must have a rating of higher than 70°C (158°F); stranded wiring

- Intended for indoor use

+ Altitude: 2,000 meters

+ Overvoltage Category: Il

+ Pollution Degree: 2
2.2.4 Powering the Unit

The power supply of the AculLink 810 is rated for 24Vdc.

g £

00O © O O O OO

OO000000 00000000

00000000

=

m V: 2.1.0 Revised: February 2024
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Chapter 3: LED Status Descriptions

Chapter 3: LED Status Descriptions

There are total of thirteen (13) LEDs on the AcuLink 810 data acquisition server and gateway,
and each represents different functions pertaining to the unit.

s e Y e

000 ® O 0 ®© o0 @ O e (©]

00000000 00000000 O0O00BO0B0OBOOO

The LEDs are divided into three groups plus a blue LED that indicates the power status of the
Aculink 810. The groups are AcuMesh LED, Wi-Fi LED, and RS485 LED.

3.1 AcuMesh LEDs

A total of six LED indicators are dedicated to the AcuMesh status states.
RSSI

+ There are three RSSI LEDs that light up green to indicate the signal strength of the incoming
signal.

+ Three green LEDs indicates an excellent signal strength.

+ Two green LEDs indicates a good signal strength.

+ One green LED indicates a poor signal strength.

+ No LED lights indicates a very poor to no signal strength.
ASSOC

+ Solid red LED light indicates that the transceiver is powered ON or is communicating.
- A brief flashing red LED light happens during a RF transmission.
RX

- Yellow LED light indicates that the transceiver is receiving data.

A[[‘/___‘v_-?ﬁy V:2.1.0 Revised: February 2024 m

www.accuenergy.com



AculLink 810 Data Acquisition Gateway & Server

1D,

+ Green LED light indicates that the transceiver is transmitting data.

4' AcuMesh |7

©0O0 ®@ O O

3.2 Wi-Fi LEDs
The Wi-Fi has a total of three LEDs which are related to the Wi-Fi status states.

AP MODE

+ When illuminated green, it signifies that the Wi-Fi is operating in Access Point Mode.
STATION MODE

- Green illumination indicates that the Wi-Fi is functioning in Station Mode.

STATUS

+ Green illumination indicates that the Wi-Fi is working and functioning properly.

— WIFI .

@ station MoDE

@ s
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Chapter 3: LED Status Descriptions

3.3 RS485 LEDs
The RS485 has a total of three LEDs which are related to the RS485 status states.

COMM OK

+ Green illuminated LED light indicates that all RS485 and USB devices in the RS485 network
are online.

COMM ISSUE

Yellow illuminated LED light indicates that some of the devices are online and some devices are
offline in the RS485 network.

NO COMM

- Red illuminated LED light indicates that all RS485 devices in the RS485 network are offline.

A[[‘/___‘v_-?ﬁy V:2.1.0 Revised: February 2024 E
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AculLink 810 Data Acquisition Gateway & Server

Chapter 4: Initializing the AcuLink 810

The Aculink 810 has a remote web interface that users can access to configure the gateway
settings and view device data. The Aculink 810 gateway has two Ethernet ports and supports
communication with a 2.4GHz Wi-Fi connector.

The default IP addresses and modes are:
Ethernet 1: 192.168.8.101

Ethernet 2: DHCP

Wi-Fi: Access Point Mode

The following outlines the different methods that can be used when accessing the Aculink 810
web interface for the first time. Each method below will explain the step-by-step instructions to set
up the web interface.

4.1 Accessing the AcuLink 810 Web Interface

4.1.1 Method 1 - Ethernet Direct Connection

For the direct connection method, there must be an Ethernet connection from the AcuLink 810's
Ethernet 1 port to a computer.

[e)eRe) [elele] O 00 [elNele] o

| 00000000 H 00000000 || ooo©@@oo|

Next, to access the web interface, the computer's IP address must be configured within the same
subnet as the Aculink 810 Ethernet 1 IP address. The Ethernet 1 port has a default IP address of
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Chapter 4: Initializing the AculLink 810

192.168.8.101.

The following outlines how to change the computer IP:

1. Start by accessing the control panel of the computer and select Network and Internet.

88 Control Panel
€ 5 v 4 #> Controltenel v ©|s el
Adjust your computer's settings Viewby: Category *
System and Security ‘ User Accounts
o

@ ¥ ronoesccomnt e
e History

*“ Appearance and Personalization

S

2. Select Network and Sharing Center

& Network and Internet
& > v A @ ControlPanel > Networkand Intemet v C s

Control Panel Home &M Network and Sharing Center

System and Security == View network status and tasks | Connect to anetwork  View network computers and devices
® Network and Internet Internet Options

Hardware and Sound =] Change your homepage | Manage browser add-ons | Delete browsing history and cookies

Programs

User Accounts

Appearance and
Personalization

Clock and Region

Ease of Access

3. From the left panel of the screen, select Change adapter settings.

A[[Uﬂ‘/:?ﬁy V:2.1.0 Revised: February 2024 E
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AculLink 810 Data Acquisition Gateway & Server

&} Network and Sharing Center
& > ~v AN > ControlPanel > Network and Intemet > Network and Sharing Center v C

View your basic network information and set up connections
Control Panel Home

View your active networks
Change adapter settings

Change advanced sharing Network Access type:  Internet
settings Public network Connections: € Ethernet
Media streaming options

Change your networking settings
4Gi St up a new connection or network
=

Set up a broadband, dial-up, or VPN connection; or set up a router or access point.

‘=¥ Troubleshoot problems

Diagnose and repair network problems, or get troubleshooting information.

4. Double-click Ethernet, or right-click Ethernet and select Properties from the menu.

I Network Connections

& > v A > Control Panel > Network and Internet > Network Connections v o(
Organize ~
— Bluetooth Network Connection 2 — Ethernet — Wi-Fi
% Not connected &g Network o Not connected
X Bluetooth Device (Personal Area .. @ |ntel(R) Ethemet Controller (3) 22.. X Intel(R) Wi-Fi 6 AX201 160MHz

5. The following page will open, click on Properties button.

& Ethernet Status X
General
Connection
1Pu4 Connectivty: Internet
1Pu6 Connectivity: No network access
Media State: Enabled
Duration 01:07:58
Speed: 1.0 Gbps
Deals...
Activity

Sent — *g —  Received
4

Bytes: 196,605,494 | 3,179,110,380
W Properties #Disable Diagnose

Close

6. The Ethernet Proporties window will open. Select Internet Protocol Version 4 (TCp/IPv4)
and click on the Properties button.

m V:2.1.0 Revised: February 2024 A[C”_-‘v_-?ﬁy
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Chapter 4: Initializing the AculLink 810

@ Ethernet Properties
Networking  Sharing
Connect using

@ Intel(R) Ethemet Cortroller (3) 1225V

Configure...
This connection uses the following tems

B Client for Microsoft Networks

B Fie and Printer Sharing for Microsoft Networks

%05 Packet Scheduler

.. Intemet Protocol Version 4 (TCP/IPv4)

[ s Microsoft Network Adapter Mutplexor Protocol

. Microsoft LLDP Protocol Driver

. Intemet Protocol Version 6 (TCP/IPv6)

Install Uninstall
Do
Allows your computer to access resources on a Microsoft
network.

OK Cancel

7. Select the option Use the following IP address: and change the IP address of the
computer. The AcuLink 810 Ethernet 1 address is 192.168.8.101, the computer's IP will need
to be within the same subnet. The IP of the computer can be 192.168.8.xxx, where xxx can

be any number ranging from 1 to 254. For example, an IP address of 192.168.8.10 can be
used.

NOTE: The computer IP address and the AcuLink 810 Ethernet 1 IP address cannot be the same.

Internet Protocol Version 4 (TCP/IPv4) Properties X

General

You can get TP settings assigned automatically if your network supports.
this capabiity. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(O Obtain an IP address automatically

Q) Use the folowing IP address:

1P address: [192.168.8 .10
Subnet mask: | 255 .255 .255 . 0
Default gateway: |

Obtain DNS server address automaticaly
Q Use the following DNS server addresses:
Preferred DNS server: [

Alternate DNS server: |

([ validate settings upon exit Advanced...

Once all settings are complete click on the OK button to confirm the network changes.

ACCU=N=RGY
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AculLink 810 Data Acquisition Gateway & Server

Next, open an internet browser and from the address bar type in the Aculink 810 IP address
192.168.8.101. The browser will redirect to the login screen and the user will be prompted to
enter the sign-in credentials.

To log into the web interface, a username and password must be entered.
The default username is admin, and default password is also admin.

NOTE: For the best performance, the recommended internet browsers to access the Aculink 810's web
interface are Google Chrome, or Firefox.

ALCU=N=REY

Aculink 810 Data Acquisition Server

Sign in to continue
Access Level*

Viewer Admin
Password”

Enter Password here

4.1.2 Method 2 - Wi-Fi Wireless Connection

The AcuLink 810's web interface can be accessed wirelessly with a Wi-Fi connection. Ensure the
Wi-Fi antenna is installed on the AcuLink 810 before enabling.

E V:2.1.0 Revised: February 2024 A[C”:-AV:?GY
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Chapter 4: Initializing the AcuLink 810

00O O O O o O O O O O O

00000000 00000000 0O000BOO0OO

By default, the AcuLink 810 has its Wi-Fi mode set as AP (Access Point) mode. This mode allows
the AcuLink 810 to act as a wireless access point for other wireless devices to connect and access
the gateway.

To connect to the AcuLink 810 AP mode, search for the SSID in the list of available wireless
networks.

The SSID will be by default AcuLink810-WiFi-S8Pxxxxxxxx, where the S8Pxxxxxxx is the unique
serial number for the AculLink gateway. The serial number of the AculLink can be found on the side
of the unit. The password for the network accuenergy.
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AculLink 810 Data Acquisition Gateway & Server

40102 intamal

& WiFi [ o]

|y “2x Aculink810-WIFI-S8P22090086
Secured

This Wi-Fi network uses an older security
standard that might not protect you

Connect automatically

|
| =
I ’/% Acuvim-3-WIFI-ASP23030108

7 Acuvim 3 WIFI-ASPS53120012

| More Wi-Fi settings

Once connected to the gateway's wireless network, open an internet browser and in the address
bar enter the IP address 192.168.100.1. The browser will redirect thethe web server login screen
and the user will be prompted to enter the sign-in credentials.

To log into the web interface, a username and password must be entered.

The default username is admin, and the password is also admin.

ALCUEN=AGY

Aculink 810 Data Acquisition Server

Sign in to continue
Access Level*

Viewer Admin
Password™

Enter Password here
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Chapter 4: Initializing the AculLink 810

4.2 Dashboard

After signing into the AcuLink 810 web interface, users are directed to the Dashboard page. The
Dashboard provides the user with a summary of all the offline devices as well as devices under the
Alarms section. The Alarms section includes the Up Since time, which shows the last time when
the AcuLink 810 was powered on or rebooted.

The menu tabs on the top of the interface allow users to access different settings within the
gateway.

The header at the very top of the page displays the time and date of the AcuLink 810. The footer
on the bottom of the web page includes contact information and links to the Accuenergy website
for further details.

AcuLink 810 Gateway

Dashboard
<
Offline Devices
Device Name Interface Protocol Serial Number
MBus AHB22070452 RS485 Modbus RTU AHB22070452
Digital Inputs
oo E3T16090972 RS485 Modbus RTU E3T16090972
irtual Devices
E3718102365 RS485 Modbus RTU E3118102365
E3T19052339 RS485 Modbus RTU E3T19052339
EHM19100047 RS485 Modbus RTU EHM19100047
19495028E61E3C07 Ethernet MBus GWF194950283C.07

Alarms
Device Name Alarms. Interface Protocol Serial Number

NoData

Up since Monday, February 5, 2024 8:31 AM

4.2.1 About Page

The Aculink 810 Device Information section can be found under the About page. The About
menu tab is located on the top right corner of the dashboard. This page provide an overview
of the AcuLink 810 model number, serial number, Hardware and Firmware versions, and the
Ethernet/Wi-Fi MAC addresses.

A[[‘/___‘v_-?ﬁy V:2.1.0 Revised: February 2024 ﬂ

www.accuenergy.com



AculLink 810 Data Acquisition Gateway & Server

Users have the option to enter a Name, Location, and Description for the gateway

configured click on the Save button.

Device Information
Setting

Name

Location

Description

Model

Serial Number
Hardware Version
Firmware Version

Last Updated

Ethernet 1 MAC Address
Ethernet 2 MAC Address

WiFi MAC Address

V: 2.1.0 Revised: February 2024

Value

AcuLink 810 Test

Maximum 40 characters

Enter Location

Maximum 20 characters

AcuLink 810 Test Description

Maximum 40 characters
Aculink810-X
$8P22090086

v1.09

v0.72

2023-12-14 09:02:28
ec:c3:82:21:0d:a9.
ecic3:82:21:0d:aa

00:25:ca:84:e8:6d

. Once
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Chapter 5: Device Templates

The AcuLink 810 requires a device template to communicate and read data from any Modbus or
BACnet device. The Modbus template supports different Modbus function codes including read
coil (Function code 01), read discrete input (Function Code 02), read holding registers (Function
Code 03), read input registers (Function Code 4) and write single holding register (Function Code
06). The Modbus device template also supports several data type formats to read different types
of Modbus parameters.

A device template needs to be created first before using the AculLink 810 to read device data over
the Modbus or BACnet protocol. Within the AcuLink 810 web interface, users can create, modify,
and convert custom templates using different formats (CSV, EPICS, etc.). Users can view the
template configuration from the Templates menu tab, from where they can create or add both
Modbus and BACnet templates.

The following sections explain how to create Modbus and BACnet templates for the AcuLink 810.

5.1 Modbus Templates

Modbus templates are used in the Aculink 810 to correctly read the metering data from
Accuenergy and third-party Modbus devices. Before a device can be added to the gateway a
Modbus template must first be uploaded and installed onto the unit.

In the Modbus Templates page users can view the templates and the version number currently
installed on to the AcuLink under the Installed menu tab.

Modbus Template

A[[‘/___‘v_-?ﬁy V:2.1.0 Revised: February 2024 E
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Customized Templates
If there are custom templates on the Aculink 810 users will have the following action buttons

available with the following meaning:

Allows users to download the ".def format template file.
m Allows users to create a new template based on that existing template.

[—@ Allows users to create a new version based on that existing template.

ﬂ Allows users to delete the template.

5.1.1 Import Template

To upload a new device template, click on the Import menu tab. All Accuenergy device templates
can be found in the Remote Update section of the page. To use the remote upload function,
users must ensure they have a connection to the internet. For third party device templates, users
can upload and install templates manually.

WARNING: Data log and alarm monitoring configurations will be lost after updating an existing device
template.

Aculink 810 Test

Modbus Tempiate ¢ Modbus Template
nstatied | Imporc | New Tempiate  New Typical Energy Meter Template  Convert From CSV File
Template File”
Choose fle

Remote Template
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5.1.2 New Template

Under the New Template menu tab users can create and build their own Modbus template.
There are four steps required in building the template which includes:

1) Device Info

2) Create Block

3) Create Parameter
4) Save

1. Device Information

Users need to enter a device model, which must be a unique model name. They will also need to
enter a device version that must also be unique.

Click on the Save Device Info button once the information has been entered correctly.

Aculink 810 Test ® Logout  Monday,

Devices  Datalog  SystemSettings  Protocols [RCUGIECSMM Maintenance  Diagnostics

Modbus Template , Modbus Template

Installed  Import | NewTemplate | New Typical Energy Meter Template  Convert From CSV File

QIR 2 Create Block 3. Create Parameter 4. Save

Template Name Version

Test Template 10

Template name must be defined and unique.

Save Device Info

Block Table

Index Start Hex Start Count Function Range Action

2. Create Block

The second step involves the creation of the register blocks for the Modbus Device.

1. Select the Modbus Function Code of the register block (i.e. Read Holding Registers, Read
Discrete Input, Read Coils, Read Input Registers, Write Single Register, Write Multiple
Registers, Write Multiple Coils)

2. Select either hexadecimal or decimal format under Address Format, then in the Start field,
enter the starting address of the register block.

3. Enter the number of registers in this block in the Count field.

A[[‘/___‘v_-?ﬁy V:2.1.0 Revised: February 2024 E
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Aculink 810 Test © Logout  Monday, December 4, 2023 9:18 AV

Devices  Datalog  SystemSettings  Protocols [ECUNECSMN Maintenance  Diagnostics

 Modbus Template

Installed  Import | NewTemplate | New Typical Energy Meter Template  Convert From CSV File
1. Device Info [EENEISUSEEM 3. Create Parameter 4. Save

Modbus Template

Function” Address Format Start
READ_HOLDING_REGISTERS s Hex s ox | 4000
Modb, de to request the biock. Block starting address in hexadecimal

Range: 040 - Ot

Block Table

Index Start Hex Start Count Function Range Action

No Data

Once all register block information is configured correctly click on the Save Block button. The
saved block will then appear in the Block Table section at the bottom of the page. In the Block
Table users have the option to edit, delete or view the details of the register block.

Aculink 810 Test © Logout  Monday, December 4, 2023 9:16 AM

Devices  Datalog  SystemSettings  Protocols [ERCUNUSEN Maintenance  Diagnostics

, Modbus Template

Installed  Import | NewTemplate | New Typical Energy Meter Template  Convert From CSV File
1. Device Info [EERGEICLTESN 3 Create Parameter 4. Save

Modbus Template

Function* Address Format Start
READ_HOLDING_ REGISTERS B Hex . ox | 4000
Modbus function code to request the block
Count
20

Block Table
Index  StrtHex St Count  Function Range Action
0 0x4000 1634 20 READ_HOLDING_REGISTERS Block 0: 0x4000 - 0x4013 : 20

If there are multiple register blocks for the Device users can continue creating them. Once all

register blocks are completed, click on Next to continue.

3. Create Parameter

The third step includes adding parameters required for the template.

E V:2.1.0 Revised: February 2024 A[C”_-‘v_-?ﬁy

www.accuenergy.com



Chapter 5: Device Templates

Users need to select what block the parameter resides in and create a display tab to view the
parameter once the template is complete.

Block: Select the block for the parameter in the drop-down menu.

Select Display Tab(s): In this field, input the desired tab name and press 'Enter' for tab creation.
Examples include 'Energy' or 'Real-time Data.' Upon completing the template, users can locate
their created parameters under the designated tab. Subsequently, select the tab from the drop-
down menu. Multiple tabs can be created using the same method.

Label: Enter in a label name for the parameter, i.e. voltage, current, or temperature.

Address: Enter in the Modbus register address for the parameter. This address can be either
hexadecimal or decimal format.

Multiplier: Users can input a numerical multiplier on the parameter.

Post Label: Users can define a post label name for the parameter. The post label is used
whenever the device data is downloaded or sent to an external server, where the generated CSV
file will have the post label as the header in the file.

Data Format: Select the data format for the parameter, some typical data types include Int, float,
and hex.

Byte Order: Allows for the parameter to be specified for devices that may require the byte order
to be swapped to read the parameter correctly.

Unit: An optional field that users can either select a provided unit or input a customized unit.

A[[‘/___‘v_-?ﬁy V:2.1.0 Revised: February 2024 H
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Aeutink 810 Gatensy

Data Format: Byto order

e Sanbex St Count  Fucton Range. heton

o ouwo s 1 READ_HOLDING_REGSTERS. Block0: 04000 - 044000 1 o [ o |

Once all parameter settings are configured click on the Save Parameter button. Users can then
view the parameter under the Block Table and clicking the Detail button. Under the Detail section
users can modify the existing parameter by clicking the Edit button and users can remove the
existing parameter by selecting the Delete button.

- ] e
Block Table
0 0x4000 16384 1 READ_HOLDING_REGISTERS Block 0: 0x4000 - 0x4000 : 1 m

Once Users have added all required parameters to the Modbus template click on Next.
4. Save

The last step is saving the device template. Users can review the Block Table and modify any
parameters before saving the template. They can also click on the Prev button to go back and
alter any blocks or parameters as needed.
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Modbus Template

Installed  Import | NewTemplate | New Typical Energy Meter Template  Convert From CSV File
1. Device Info 2. Create Block 3. Create Parameter

Configuration completed?

Proceed to save device only if model name and version number have been defined

If you leave or refresh the page without saving it to database, all locally saved configurations will be discarded

et 7]

Block Table

Index  StartHex St Count  Function Range Action

0 0x4000 16384 20 READ_HOLDING_REGISTERS Block 0: 0x4000 - 04013 : 20
Index Tab Label Address Hex Address Multiplier Post Label Unit Action
o Real Time Metering Frequency 0x4000 16384 1 Freq_Hz Hz m
1 Real Time Metering Phase A Voltage 0x4002 16386 1 Va_V v m
2 Real Time Metering Phase B Voltage 0x4004 16388 1 Vb_V v m
3 Real Time Metering Phase c Voltage 0x4006 16390 1 Ve v v m

After reviewing all details of the Modbus template click on the Create Template button, users
will be redirected back to the Installed menu tab of the Modbus Template page where the newly
created template can be seen under the Customized section at the bottom of the page.

Aculink 810 Test © Logout  Monday, December 4, 2023 10:16 £
Devices  Datalog  System Setings  Protocols [EECUNEUSEM Maintenance  Diagnostics
AcuRev 2100 v100 2021-02-01 13:30:51
Modbus Template
Acwvim 11 vio2 2020-06-08 12:15:27
povcus [l 2 wer [rowe <
Customized
Template Name Last Update Actions

S m— Bo«00
SunGrow_SP00019_fronius_format v0.01 2019-08-08 10:53:42 Em g nu
SunSpecinverter 001 2019-08-08 105418 Aapg=zon0
S — 2100724 135349 BE=00
Superstatic440 v1.00 2022-03-22 10:51:43 Em @ nn
Superstatic440-Supercal531 100 2022-03-22 105159 ap=zZo0
TESTDataAireDAP3 v0.01 2019-08-07 16:41:10 Hm g nn
TESTOfMMODOfBASI 1001 2019-07-24 15:46:34 ApgZ00
TESTsmallDataAireDAP3 v0.01 2019-08-07 16:44:24 Hm © nn
Test Template v10 2023-12-04 10:1522 [« o)A u]e]

Previous 1 13 19.;,1 22 27 Next | 10page B
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5.1.3 Typical Energy Meter Template

The Typical Energy Meter Template page allows users to create a Modbus Template for third-
party devices and has the ability to post data to the cloud-based energy management software
AcuCloud. To create a device template that allows third-party devices to post data to the
AcuCloud software, users need to click on the Typical Energy Meter Template menu tab.

This page will have the following sections:

1. Device

Under the Device section users can enter in the Template name and the version number.
Once all device settings are configured click on the Save Device Info button.

2. Block

Users can create the required register blocks for their device, where the function, starting address
in hex, and the register count must be specified. Once a block is created click on the Save Block
button, users can create multiple blocks for the device template. All created blocks will appear in
the block table located further down the page.

 Modbus Template

mport  NewTemplate

101 Typical Energy Meter

Block

Function” Address Format Start

READ FOLDING REGISTERS s Es s o aw

3. Parameter Table

The parameter table has all the parameters that are supported on the AcuCloud software.
Users can find and locate the same parameters within the table that are supported on their
third-party device and configure it to their template by clicking on the Edit button next to the
parameter.
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Chapter 5: Device Templates

On the Edit page users will need to select the block, starting address, multiplier, data type and
byte order of the parameter.

After these settings are configured click on the Save button.

Edit x

Block”

Bk 1: 0340000

Setec e bick e prs
Select Display Tab(s)

Basic Metering
Label

Phase C Line-to-Neutral Voltage

Address Format
© Hex . Decimal
Address.

x| 4006

Multipier

1

vy

Post Label
Ve

Data Format*

FLOAT

When all desired parameters have been configured and added to the template, click on the
Create Template button.

Users will be redirected back to the Installed menu tab on the Modbus Template page, where the

newly created Typical Energy Meter Template will be seen under the Customized templates at the
bottom of the page.

s
T e [
Modeus Tempiate o Modbus Templata
o
Tompite am e
reoc s orwoem sz
J— JS—
pr— rrr—
ST [ —
s T
- Je—
o i s wssan
[ o csnss
prs— ooz mson
st Jo—
v [l 2 v | |
Customized
Tenpateams Lot tnaate Acions
tomwousnam P =00
[rS— JRA— pE=00
S——— [RA— pp=00

somon om 201087 181910 pE=00
P e BE=00
P —— po=00
DE=00
JR——— - peE=00
Ao o606 1 ocsorniszio poR=00

JR— [— pE@on
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5.1.4 Creating Template from CSV

The Aculink 810 supports a CSV-to-Modbus template converter directly from its web interface.
To access this converter, click on the Convert From CSV File menu tab on the Modbus Template
page.

Users can enter in the desired name and version number for the Template.

Under the CSV file section, users will need to upload a .csv file containing all device register
information for their device.

A sample CSV file can be downloaded directly from the interface where users can edit and use it
to build their own file. The CSV file must be in the same format as the sample file to successfully
convert the file into a Modbus template file.

 Modbus Template

Installed  Import  NewTemplate  New Typical Energy Meter Template

Template Name Version SV File”

Below is the sample CSV file for the CSV-to-Modbus template converter.
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Insert

A Cut

Q

Draw

[ copy v

<& Format

(©]

Page Layout

Calibri (Body)

B

Formulas Data Review View  Automate Tell me

ab, Wrap Text v General E ﬂ o @ o

[ Merge & Center v v % 0 Conditional Format
i $v% 9 Formatting as Table

€ Possible Data Loss Some features might be lost if you save this workbook in the comma-delimited (.csv) format. To preserve these features, save it in an Excel file format.

A1 =

£l label saddress
P Frequency 16384
EN Phase A Line 16386
Ll Phase B Line 16388
£l Phase C Line- 16390
[l Average Line 16392
Al System Activ 16450
-3 System Reac 16452
N system Appz 16454
BY System Impc 16456
pE System Expo 16458
pPY System Impc 16460
FEY System Expo 16462
b2 System Tota 16464
P system Net 16466
b} System Tota 16468
pvg System Net | 16470
FEY System Appe 16472
gEY Phase A Imp: 17952
P Phase A Expc 17954
P2y Phase B Imp 17956
p23 Phase B Expc 17958
pEY Phase CImp¢ 17960
pLY Phase C Expc 17962
pEY Phase A Imp. 17964
pLg Phase A Expc 17966
P2 Phase B Imp. 17968
pLY Phase B Expc 17970
P2l Phase CImpo 17972
EL Phase C Expc 17974
EVY Phase A App. 17976
EPY Phase B App. 17978
EEY Phase C Appi 17980
34

35

£

37

38

39

40

41

42

43

44

label

dataFormat byteOrder

FLOAT
FLOAT
FLOAT
FLOAT
FLOAT
FLOAT
FLOAT
FLOAT
UINT32
UINT32
UINT32
UINT32
UINT32
INT32
UINT32
INT32
UINT32
UINT32
UINT32
UINT32
UINT32
UINT32
UINT32
UINT32
UINT32
UINT32
UINT32
UINT32
UINT32
UINT32
UINT32
UINT32

NORMAL
NORMAL
NORMAL
NORMAL
NORMAL
NORMAL
NORMAL
NORMAL
NORMAL
NORMAL
NORMAL
NORMAL
NORMAL
NORMAL
NORMAL
NORMAL
NORMAL
NORMAL
NORMAL
NORMAL
NORMAL
NORMAL
NORMAL
NORMAL
NORMAL
NORMAL
NORMAL
NORMAL
NORMAL
NORMAL
NORMAL
NORMAL

slope postlabel  cloudEnablec units block tab
1 Freq_Hz FALSE  Hz 16384(10)  Basic Metering
1v1 TRUE vV 16384(10)  Basic Metering
1v2 TRUE vV 16384(10)  Basic Metering
1v3 TRUE vV 16384(10)  Basic Metering
1 Vnavg_V TRUE v 16384(10)  Basic Metering
0001 DMD_P_kW  TRUE kW 16450(6)  Demand
0.001 DMD_Q_kvar  TRUE  kvar 16450(6)  Demand
0.001 DMD_S_kVA  TRUE  kVA 16450(6)  Demand
0.1 EP_IMP_kWI  TRUE  kWh 16456(18)  Energy
0.1 EP_EXP_KWF  TRUE  kWh 16456(18)  Energy
0.1 EQ_IMP_kva  TRUE  kvarh 16456(18)  Energy
0.1 EQ_EXP_kvai  TRUE  kvarh 16456(18)  Energy
0.1 EP_TOTALK TRUE  kWh 16456(18)  Energy
0.1 EP_NET_KWI TRUE  kWh 16456(18)  Energy
0.1 EQ_TOTAL k  TRUE  kvarh 16456(18)  Energy
0.1 EQNET_kva  TRUE  kvarh 16456(18)  Energy
0.1 ES_kVAh TRUE  kVAh 16456(18)  Energy
0.1 EPa_IMP_K\M  FALSE  kWh 17952(30)  Energy
0.1 EPa_EXP_KW  FALSE  kWh 17952(30)  Energy
0.1 EPb_IMP_KW  FALSE  kWh 17952(30)  Energy
0.1 EPb_EXP_KW  FALSE  kWh 17952(30)  Energy
0.1 EPc_IMP_kW  FALSE  kWh 17952(30)  Energy
0.1 EPc_EXP_kW  FALSE  kWh 17952(30)  Energy
0.1 EQa_IMP_kv.  FALSE  kvarh 17952(30)  Energy
0.1 EQa_EXP_kvi  FALSE  kvarh 17952(30)  Energy
0.1 EQb_IMP_kv.  FALSE  kvarh 17952(30)  Energy
0.1 EQb_EXP_kvi  FALSE  kvarh 17952(30)  Energy
0.1 EQc_IMP_kvi  FALSE  kvarh 17952(30)  Energy
0.1 EQc_EXP_kve  FALSE  kvarh 17952(30)  Energy
0.1 ESa_kvAh  FALSE  kvAh 17952(30)  Energy
0.1 ESb_kVAh  FALSE  kvAh 17952(30)  Energy
0.1 ESc_kVAh FALSE  kvAh 17952(30)  Energy

Once all information and CSV file have been uploaded, users need to click on the Upload button.

Users will be redirected back to the Installed menu tab on the Modbus Template page where the
newly converted Modbus template will be seen under the Customized templates located at the

bottom of the page.
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P AcuRev 1200 v1.02 2020-06-12 13:52:50
AcuRev 1300 v1.02 2020-06-17 14:12:42
AcuRev 1310 vi.04 2023-11-24 15:34:58
AcuRev 2020-1DM v1.02 2020-06-18 14:57:15
AcuRev 2020-1EM v1.02 2020-06-18 14:57:50
AcuRev 2020-2DM v1.02 2020-06-18 14:56:49
AcuRev 2020-2EM v1.02 2020-06-11 17:58:30
AcuRev 2100 v1.00 2021-02-01 13:30:51
Acuvim Il v102 2020-06-08 12:15:27
Previous 2 Next 10/page s

Customized
Template Name Last Update Actions

CG-EM26-06-STD2.0 v1.00 2022-03-22 10:52:31 Anzan
CG-EM30-96 1100 2022-03-22 10:54:26 HEZE0
CM4000 vo.01 2019-08-07 16:48:48 HE =z un

CM4000_Deprecated w001 2019-08-07 11:00:58 AEZEa0
5.2 BACnet Template

BACnet templates are used in the Aculink 810 to correctly read the metering data from
Accuenergy and third-party BACnet devices. Before a device can be added to the gateway a
BACnet template for the device must first be uploaded and installed onto the unit.

On the Templates page select BACnet Template.

In the BACnet Templates page users can view the templates and the version number currently
installed on to the AcuLink under the Installed menu tab.
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p BACnet Template

nstalled | Import  Convert From EPICS File

Official
Template Name
ACUREV2100-WEB2 v1.00
AXM-WEB2 v1.00
AcuRev 2100 v100
AcuRev1310v1.00

Acuvim 11 v100

Last Update

2023-03-13 13:34:44
2023-03-13 13:38:03
2023-03-13 1333:32
2023-03-13 13:44:29

2023-03-13 13:41:33

Previous - Next 10/page s

Customized
Template Name Last Update Actions
AcuRev 2100 v0.01 2023-03-01 16:46:46 E n
Contemporary-Control-BASRT-B v1.00 2022-04-28 10:49:56 E n
DENT-Instruments-PS12HD v1.00 2022-04-28 11:55:39 a0
SONTEX-SUPERCAL-5 v1.00 2022-04-28 11:56:02 E n

5.2.1 Import Template

To upload a new device template, click on the Import menu tab. Users can upload a BACnet
template manually or download templates from remote server. To import a template manually,
users must ensure that the device template is a .def file format as no other formats are excepted
on the Aculink 810.

Alternatively, users can download a BACnet template from the remote server by clicking on the
Check button. A template can be installed directly from the server onto the AcuLink 810.

Aculink 810 Gateway

Devices  Datalog  SystemSettings  Protocols [NRCSASSTM Maintenance  Diagnostics

Modbus Template ¢ BACnet Template

BAChet Template ” 5
Installed | Import | Convert From EPICS File

Template File*

croos e =

Remote Template

WARNING: Data log and alarm monitoring configurations will be lost after updating an existing device
template.

5.2.2 Convert from EPICS File

The Aculink 810 features a template converter designed to transform EPICS files from BACnet

ACCU=N=RGY
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devices into a .def BACnet template compatible with the AcuLink 810 system. In the "Convert
From EPICS File" menu tab, users are prompted to input the template name, version number,
and upload the EPICS file for processing.

Aculink 810 Gateway

O SV e — -
b Teplate , BACnet Template

Once the name, version and EPICS file has been selected users can click on the Upload button.
Users will then be prompted to specify which parameter to include in the BACnet template. Once
the parameters are selected click on the Save button located at the bottom of the page.

Select Points To Create Template

Users will be redirected back to the Installed menu tab in the BACnet Template page where the
newly converted template file will be seen under the Customized templates located at the bottom
of the page.
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Aculink 810 Gateway

Devices  Datalog  SystemSettings  Protocols [NRIUCELSMN Maintenance  Diagnostics

, BAChet Template

Installed | Import  Convert From EPICS File

Official

Modbus Templ

BAChet Template

‘Template Name Last Update
ACUREV2100-WEB2 11.00 2023-03-1313:38:44
AXM-WEB2 1100 2023-03-1313:38:03

U s s s saao
Customized

‘Template Name Last Update

2020.02.05 54651 oo

testvion

provious 1 [l wex wmee +
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Chapter 6: System Settings

6.1 Network

All network-related configurations can be found on the Network page under the System
Status menu tab. Users can configure all Ethernet 1 port, Ethernet 2 ports, Wi-Fi, DNS, and RSTP
configurations from this page.

6.1.1 Ethernet

There are two Ethernet ports on the AcuLink 810, by default Ethernet port 1 has a static IP
address whereas Ethernet port 2 is configured for DHCP.

Default Ethernet port 1 settings:

-+ IP Address - 192.168.8.101
-+ Submask - 255.255.255.0
+ Gateway - 192.168.8.101

Default Ethernet port 2 settings:

+ DHCP enabled

The Interface Status on the network page lets users know what is connected or disconnected,
for example the image below shows both Ethernet interface status as Connected which indicates
that both Ethernet 1 and Ethernet 2 have a RJ45 Ethernet cable connected to the respective ports.

Aculink 810 Gateway

Datatog [EETRREMUNS  proiocols Templates

 Network Configuration

) RSTP Enable

Default Interface (Outbound Traffic)

Ethemet RSTP

DHCP Enable*
Auto © Manual

Interface Status.

[ Mask Gateway

192168152 2552552650 19216881
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Aculink 810 Gateway

» Mask Gateway
192:168.8:101 2552552650 19216881

Must b p adoress Must o p adress

Ethernet 2

DHCP Enable”
© Auto ) Manual

Interface Status. »

Connected 19216862161

wiFi
NS oNs2

8888 8844

6.1.2 Wi-Fi
There are two Wi-Fi modes in the Aculink 810, Access Point and Station.

NOTE: When using Wi-Fi ensure that the included antenna is installed on the AculLink 810 unit prior to
use.

Access Point Mode: This is the default Wi-Fi configuration for AcuLink 810, where the gateway
will act as a wireless access point and will allow other wireless devices to connect and access the
AcuLink 810.

In Access Point mode, users need configure the SSID, Network Key and IP of the AcuLink 810 as
well the DHCP DNS servers.

The default AP mode settings:

+ SSID - AcuLink810-WiFi-SERIAL#810
+ Network Key - accuenergy
IP-192.168.100.1

NOTE: For steps on how to access the web interface via Wi-Fi AP mode refer to chapter 4 section 4.1.2.

AcuLink 810 Gateway

Templates  Mainter

Ethernet 2

wiFl
Enabled
© Enable ) Disable.

Mode®

Acses Pt

ssip Network Key »

AcuLinkB10-WIFI-S8P20120034

imom 40 crarsctrs

NS
8888

Must e vald i or domain

HTTP Proxy

save
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= 1921681001
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Station Mode: The AcuLink 810 will behave like a wireless client and a bridge to another wireless
network that is available.

In Station mode, users can select the wireless network to connect to in the SSID drop down menu.
Once the wireless network is selected enter the Network Key to bridge the AcuLink 810.

Users can configure a static Wi-Fi IP by manually entering the information into the IP, Submask,
and Gateway fields of the Wi-Fi network. Alternatively, the Wi-Fi can be configured for DHCP where
the IP, Submask, and gateway of the Wi-Fi network is automatically assigned to the AcuLink 810.

Enterprise Wi-Fi: This option allows the Aculink 810 to connect using an enterprise level Wi-Fi
network which is common in many colleges, universities, hospitals, and other institutions. Users
can connect to an enterprise level Wi-Fi network by selecting the WPA/WPA2 Enterprise check box
and then entering in the username and password.

Aculink 810 Gateway

Devices Datalog [EEVESUCMUNSNN prciocols  Templates  Maintenance  Diagnostics
Ethernet 2

wiFi

Enabled

User Management © Enable  Disable

Mode®

Country Code

North America

ssip
© Select from WIFIlist ) Manual Input

Acusim 3-WIFLASPZ0G0I0S By eeiresn s |
6.1.3 HTTP Proxy

The Aculink 810 supports HTTP proxy configuration which allows users to post data to their
Servers via a proxy server.

To configure the HTTP proxy, enter in the proxy URL and port number.

HTTP Proxy

HTTP Proxy Enable*
© Enable ® Disable

HTTP Proxy Server URL HTTP Proxy Server Port

1234 3128

Range: 1- 65535
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6.1.4 RSTP

The RSTP protocol allows users to create an Ethernet daisy chain using the two Ethernet ports
located on the Aculink 810. When using the daisy chain feature is able to connect to a network
switch/router, other AcuLink 810, and other devices that supports the RSTP protocol.

On the AcuLink 810 web interface the RSTP protocol can be enabled in the network configuration
page. Once RSTP is enabled, users will notice there is only one setting for both Ethernet ports as
both ports now will be using the RSTP configured IP address instead of two unique IP addresses.

Users can configure the AcuLink 810 IP manually or by setting the DHCP as Auto.

Aculink 810 Gateway

Network Configuration
<

) RSTP Enable

Default Interface (Outbound Traffic)

Ethemet RSTP

DHCP Enable®
Auto © Manual

Interface Status.

Disconnected

» Mask Gateway

192168152 2562552560 19216881

NOTE: When the RSTP is enabled, users will not be able to configure Ethernet 1 and Ethernet 2
independently, there is only one IP for the AcuLink using RSTP protocol.

Network Topology

Daisy chain connection is supported in the RSTP protocol. This can reduce the number of network
switches required in different applications and allows the use of one network switch/router to be
used with multiple devices. Each device can be accessed by configuring a unique IP address or
have the IP addresses assigned automatically by the network.
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192.168.3.1
Router/Switch

1.2 3 4 5 6

Ethl Eth2

192.168.3.132

RSTP Device

6.1.5 Default Routing Interface

192.168.3.101

Aculink810

192.168.3.102
RSTP Device

192.168.3.103
RSTP Device

[T 1

Ethl Eth2

192.168.3.104
Aculink 810

The Aculink 810 Default Interface setting allows users to configure which port to use for primary
routing to external networks. Since there are multiple ways that the user can connect such as
Ethernetl, Ethernet 2, Wi-Fi, or RSTP, this setting will establish which one to use for the main
routing. The other interfaces can be used for local routing if the users have them connected.

Users can select the default routing interface as:

+ Ethernet 1
Ethernet 2

Wi-Fi - only valid if Wi-Fi is configured for station mode
- Bridge (RSTP) - only valid if RSTP is enabled

AcuLink 810 Gateway

Devices Data Log System Settings Protocols

Date & Time ‘ Network Configuration

Network
Remote Access
Email

Alarm notification
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6.2 Whitelist Management
The AcuLink 810 supports the access control function, also known as the IP whitelist.

When enabled, only the selected IP addresses can access the gateway's web interface. Users can
enter in an IPv4 address along with a description for the address. There is a maximum of twenty IP
addresses that can be added to the IP Whitelist.

AcuLink 810 Gateway

Devices Datalog [ECVECUENUSSM Protocols  Templats  Maintenance  Diagnostics

Whitelist Management
<

Whitelist Enable*
© Enable ) Disable

‘Add Whitelist

No  Description From 1P Totp From Port ToPort protocal Action

g T e - - @0

When adding the whitelist users have the option to configure a specific IP or IP range, port,
protocol, and description.

Edit Whitelist x

1P Range*
©Yes (No
From Address.

192168631
MMMMMM i aderess
To Address.

1921686371

©Any O TCP O UDP O IcMP

6.3 Time & Date

The Date & Time page under the System Settings menu tab is where users can configure the
local time of the gateway. The Aculink 810 supports NTP (Network Time Protocol) where it can
synchronize its time to NTP servers across the network.

NOTE: An internet connection is required before synchronizing the AcuLink 810’ time to the NTP time
servers.

If users do not want to sync the device time to an NTP server, they can disable the NTP setting and
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configure the time and date manually.

Time Sync: Users can force the time on the Aculink 810 to update to the NTP by clicking the Sync
button.

NTP Time Servers: The AcuLink 810 can be synced with up to three NTP servers. By default, the
gateway uses 0.us.pool.ntp.org time server. Users can remove or add their own time servers as
needed.

Examples of North American NTP servers are:

0.us.pool.ntp.org

1.us.pool.ntp.org

2.us.pool.ntp.org

3.us.pool.ntp.org

For more NTP servers based on region, visit the following site: http://www.pool.ntp.org/en/

Time Zone: Users can select the time zone where the gateway is installed from the drop-down
menu. Alternatively, users can simply click the region directly on the map to select the desired
time zone.

Once configured, users will notice the desired time and date displayed on the top right corner of
the web interface.

Aculink 810 Gatewiay

Devices  Datalog [ECETUENUNSN protocols  Templates  Maintenance  Diagnostics

Date & Time Configuration
<

NTP Enable
© Enable . Disable

Device Clock

2024/02/05 1016 AM

AmericaToronto (EST)

6.4 Remote Access

The AcuLink 810 includes a remote access function that allows users to access the Aculink 810
web interface. By accessing the web interface remotely users will have full functionality as well as
access to all gateway settings and device readings. This feature allows users to access the AcuLink
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810 web interface through an HTTPS web server easily through a URL without any network port
forwarding. Users simply register for remote access on the web server and a remote access URL
is then provided allowing users to configure device settings and view meter data. This is useful as
the gateway device may be installed on remote sites where the end user may be far away offsite
from the actual device.

The remote access configuration can be found by clicking on the System Settings menu tab and
selecting Remote Access.

Users must first register for remote access by clicking on Manual Register. Once successfully
registered, enable remote access, and click on the Save button.

NOTE: To successfully register for remote access there must be an internet connection provided to the
Aculink 810.

When first enabling remote access and registering, the status will remain offline until the user
clicks on the Refresh Status button to turn the status online. The remote access user interface
will then be accessible by clicking on the remote access URL or by using the Copy button to paste
the URL into a new tab address bar on the internet browser.

The remote access login credentials are the same as the local login interface. The default login
credentials for the web interface are username admin and password admin.

ALCYZNV=REY

Aculink 810 Data Acquisition Server

Sign in to continue
User Name

Enter User Name

Password

Enter Password

6.5 User Management

The AcuLink 810 supports the creation of different users for the web interface. Each user roles
to determines what permission and functions are available when logged in. To access the user
configuration page, users need to click on the User Management menu tab.

6.5.1 General

Under the General menu tab, the Max Concurrent Logins and Session Timeout settings can be
configured. The maximum number of concurrent login setting allows the user to configure how
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many users can be logged into the web interface at the same time. If the user limit is exceeded,
the first user that logged in will be logged out of the web interface (first in, first out method). The
range for this setting is from 1 to 10, the default setting is 1.

The session timeout setting represents how long in minutes the user can access the web interface
before it times out. When the session timeout limit is reached users will be logged out of the web
interface and redirected back to the login page. The session timeout is set to ten minutes by
default and it can be set from 0 to 60 minutes, where 0 indicates the user will never timeout of
the web interface.

Aculink 810 Gateway

Devices  Datalog [EEVSUURNULMMM prowocols  Templates  Maintenance  Diagnostics

User Management
<

N Role Configuration  Password Policy  Password Management AP Token Management

minutes

6.5.2 User Configuration

The user configuration table provides information regarding the access level, such as the register
date, expiration date and last login time. If the correct permission is available on the account,
users will have the option to lock an account, edit users, and delete users.

Acuink 810 Gateway

e r—————

User Management
<

J— Eointonouts  LastLoginTime sws ook Actlon
o o mncsremes samenia w [ @0

o o 2omosorieszss reresiin PR .. B - | : |

New users can be added where a username, password, role, and option to override the password
policy is available. The role determines the type of access the user will have on the user level.
When entering a password, users have the option to override the password rules set in the
Password Policy section (see section 6.5.4) for the AcuLink 810 login interface, this includes
character length and complexity of the password (i.e. capital letters, number, special characters,
etc.).
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oevices  Datatog [NCICDETTITN Poowcols  Templates  Mantenance  Diagnostics

User Management
Date s Time. 5 o
Network
Rimits Adtase General | User Configuration | Role Configuration  Password Policy  Password Management  API Token Management
Emad Username
Aarm otification
develop
User Management
Cortiicate Management Password Repeat Password
wheelst
Configuraton Management
Role

Firmware Update

Override Password policy

6.5.3 Role Configuration

The role configuration setting allows for the configuration and creation of different user roles
for user levels. These roles determine whether the user will have edit, view, or access to certain
features on the web interface. By default, there are two roles available, Admin and View. The
Admin role permits the user to view and configure all settings whereas the View role allows users
to only view meter readings.

Devices  Datalog [EENSEUESUNSNE pootocols  Templates  Maintenance  Diagnostics

B  User Management
et

raarle
RooNamo  User Dovice Datalog_ SystemSotings  Pratool  Tomplates Mantonanc Disnostics  Raboot  Firmwaro Updste Action
e Maragners wnn e e e e w e e w@ e e @0
compontontsguret iow vow vew iow viow vew vew e vew  vew  vew [ ]3]

Firmware Update

When adding a new role, it is possible to specify which sections have view or edit access on the
Aculink 810 web interface.

‘Aculink 810 Gateway

Date&Time , User Management
Network
Romoto Access General  User Configuration —
com Role Name
Alarm notication
admin
Use
Certiicate Management Usert Device® DataLog®
writlst P . el
Configuration Management
Firmware Update Systom Settigs* Protocol” Templates®
e BT B
Maintenance® Diagnostics Reboot"

Firmware Update®

Bt

6.5.4 Password Policy

The password policy provides users with a method to ensure that all passwords created follow
specific criteria. The password policy lists specific rules to be set to enforce user password
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strength to mitigate risky security exposure. When creating a user password there is an option to
override the password policy if desired.

Aculink 810 Gateway

Devices  Datalon [ Fotocols  Templates  Maintenance  Disgnostics

T , User Management
Netwerk
Remote Access General Ut o Password Management  API Token Management
Emai
teaton Upper and Lower Case Required freauied,
us Numbers and Letters Required I required, password must contain at east an aiphabet and  number
Certficate Management
“ If required,
whitait Special Characters Required e
Configuraton Management
e Updte r cann ny of ther previ
Fimware Updt —— 1 User cannot reuse any of thir previous N passwords
 means no restriction
Range:1-32
doys
Mo pasonaige | ° sermustuse s
days  Days untla user's password expres
Password Expires ° 5 v i3 v
- 0 means never expire

6.5.5 Password Management

The Password Management page allows users to change the password for the different user
levels created.

Aculink 810 Gatoway

Dovices  Datalog [ESTUENUSSM pootocols  Templates  Maint

User Management
<

Date & Time

Network

Remote Access General -
Usename
admin
Password Repeat Password
Enter Password Enter Repeat Password

Configuraton Management

6.6 Certificate Management

From the Aculink 810 web interface, there is a certificate management section that allows users
to view the web page certificate details. Users can also generate a new self signed certificate,
generate a certificate signed request, and import/export the certificates.

‘Aculink 810 Gatoway.

Dovicos  Datalog TR Protocols  Templates  Maintenance  Diagnostics

oweaTine  Certifcate Management
Notwork

oo
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Cortificate Issuer
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sagement
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Fimware Update
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Division Name city Toronto,
sute on Country Code
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6.7 Configuration Management

The Aculink 810 has a configuration management page that allows users to export and import
the current system settings, device configuration and user information. This is useful if users have
more than one gateway that needs to be programmed with the same settings and eliminates
any error when trying to configure another gateway. Users can also restore all the previously
configured devices by importing a backup file to the Aculink 810. This is particularly beneficial
when performing a factory reset to the gateway, and preventing the need to manually add devices
back to the AcuLink 810.

NOTE: Exporting and importing configuration files between different versions is not supported and may
result in problems or failure to the device.

Export Configuration: Users can export and save the web settings by clicking on the “export”
button.

The following settings are saved in the configuration file:

+ All Gateway settings (General, 10, Alarm, Custom Read, Waveform)
+ Network settings (Only DNS1, DNS2, TCP Port, HTTP Proxy)
-+ All Email settings

+ All Time/Date settings

- All Data Log settings

+ All Post Channel settings

+ All BACnet settings

- All SNMP settings

+ User Management settings (username/passwords, etc)

+ Debug Information (SSH, and Debug Configuration)

- Username/ Password

- Device configuration

The settings that are not included or affected by the Configuration Management file is:
+ Most Network settings (RSTP, DHCP, IP, Submask, Gateway, HTTP Port for both Ethernet 1
and Ethernet 2, all Wi-Fi settings)
-+ AcuCloud

+ IP Whitelist
+ Remote Access
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Configuration Management
¢

Import Configuration

Export Configuration

Caution: Exporting and importing configuration files between different versions is not supported and may result in problems and failures in your meter.

Import Configuration: Users can import the backup file and select which part they would like to
be restored in the pop-up window. The available options are “Import User”, “Import Devices” and
“Import App Configuration”.

Import User: All saved user and password configuration will be restored.
Import Devices: All the configured devices will be added back to the gateway.

NOTE: The interface must be assigned to the same protocol as the devices in the backup file if the “Import
App Configuration” is not checked together with “lmport Devices”.

Import App Configuration: All the web settings will be restored excluding the exceptions in the
“exception” list.

Options

() Import User

() Import Devices
() Import App Configuration

Please select at least one option.

6.8 Emergency Mode

Aculink 810 supports emergency mode which will allow users to download data/configuration
settings and update the firmware when the gateway fails to bootup normally due to the disk being
full or failed to open database. In emergency mode the web page will guide the users step-by-step
with limited functions available.
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Step One: Import or export the configuration file. Clear existing configuration and reset the
configuration to default. A prompt will appear warning all configuration settings will be reset. Press
‘Confirm’ to proceed.

Step Two: Data log management allow users to download or delete data logs.

Step Three: Firmware upload/update allow users to update firmware.

Step One
Import Configuration

Export Configuration

Reset Configuration
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Chapter 7: Protocols

7.1 Modbus

This section outlines how to add devices from the Aculink 810 web interface using the Modbus
protocol.

The AcuLink 810 supports both Modbus RTU and Modbus TCP protocols.

7.1.1 RS485 Devices

The Aculink 810 gateway supports RS485 serial communication. Users can set up a serial RS485
connection to the Aculink 810 with any Accuenergy or third-party device. If connecting multiple
devices or 'daisy chaining" the devices together, ensure that a unique device address (Modbus
Slave ID) is configured for each RS485 device.

NOTE: A termination resistor at the end of the RS485 network is optional when daisy-chaining multiple
devices. If using a resistor, a termination value of 150 ohms can be used.

00000000 00000000 000000

Acuvim Il Series meter

AcuRev 2100 Series meter

Third Party Modbus
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7.1.2 USB Devices

The AcuLink 810 has a USB port that allows for additional Modbus RTU devices. Users can connect
the additional devices using a RS485-to-USB converter cable.

Acuvim L Series Meter

RS485 to USB
converter cable

ooooooool 00000000 I 00000000
=

7.1.3 Adding Modbus RTU Device

Before adding a Modbus RTU device, users will need to assign the correct protocol for the RS485
and USB ports from the Interface Assignment page under the Protocols menu tab. By default,
the RS485 and USB ports for the Aculink 810 are configured to use the Modbus protocol.

NOTE: Users will not be able to change the Interface assignment of the USB or RS485 port if there is a
device added on the AcuLink 810 with one of the protocols already selected. The device must first be
deleted from the AcuLink 810 to change the protocol of the ports.

Aculink 810 Gateway

Datalog  SystemSettings [EEZICCUSMM Templates  Maintenance Diagnostics
ment

Interface Assignment
<

Devi

AcuMesh

Modbus

BACnet
maTT

Port UsB®

© Modbus RTU  BACnet MS/TP
sNwp

Google loT

With the Modbus RTU protocol selected, add a Modbus RTU device via RS485 or USB by
navigating to the Modbus Devices page under the Devices menu tab. Click on Add Device, and
the following fields will need to be configured:
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Device Name: Enter a name for the device.

Serial Number: Enter the serial number of the device being added, the serial number must be
unique consisting of only letters and numbers.

Template: User will need to select the Modbus template for the device. For information regarding
the Modbus Device template see section 5.3 of this users manual.

Protocol: Select 'RTU as the protocol.

Port: Select either 'RS485' or ‘USB'.

Modbus ID: Enter the device address (Modbus Slave ID) of the device, the range is from 1 to 247.
Baud Rate: Select the baud rate of the device, the range is from 9600 to 115200.

Data Bit: Select the number of data bits, either 7 or 8.

Parity: Select the parity of the device from the drop-down list.

Stop Bit: Select the number of stop bits.

Request Timeout: Select a timeout period for the AcuLink 810 to wait for a response from the
device, the range is from 1 to 60 seconds, default for Modbus RTU is 0.5.

Auto Save Logger: Select a logger for the meter from the drop-down list.

NOTE: Users cannot add a device with the same device address (Modbus Slave ID). The device address
must be unique for each device in the RS485 network.

Click the Save button once all settings are entered correctly.
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After the device is added, it can be found in the Modbus Devices pages. A device that is
successfully connected and communicating with the gateway will have display a green 'ON' status
under the Status column. A device that is offline will display a red 'OFF' warning symbol under the
Status column.

NOTE: After adding a new device to the gateway, it may take up to four minutes for the status to show
'ON". If after four minutes the device still shows an 'OFF' status, check the configuration settings again to
ensure everything is set correctly.

e
[ o
e R e s S i e

Rsss Modous RTY EsTie090972 o

Rsass Modbus RTU EsTistozses. worr

Rsss Modous RTU EsTI0052939

CRCRCRE RO

Rsass Modous RTU EHMI9100047 wore

If changes to the configuration of the added device is needed, click on the device and then select
the Configuration. From this page users can reset the device name, port type, baud rate, parity,
and other fields. Click the Save button to confirm the changes.

Aculink 810 Gateway.

RN oo o oo o s i

Modbus Device - E3T19052339
<

Reading  Alam | Configuation

Device Name

E3T19052339

Template*

Protocol”
©r1y O TeP
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7.1.4 TCP Devices
The Aculink 810 can support up to 100 Modbus TCP devices for devices on the same network as

the gateway.

Acuvim Il Series Meter

Ethernet Cable

Ethernet Cable

| 00000000 H 00000000 H 00000000

=

7.1.5 Adding Modbus TCP Device

To add a Modbus TCP device, users need to click on Add Device button from the Modbus
Devices page under the Devices menu tab. The following fields will need to be configured:

Device Name: Enter the device name of the TCP device.

Serial Number: Enter the serial number of the device, the serial number must be unique and
consisting of only letters and numbers.

Template: Select the Modbus template for the TCP device. For more information regarding
Modbus templates see sections 5.3 of this users manual.

Protocol: Select TCP as the protocol.

IP Address: Enter the IP address of the device.

Port: Enter the Modbus port of the device.

Modbus ID: Enter the Modbus address of the device.

Request Timeout: Enter the timeout setting, default for TCP is three seconds Click the Save
button once all settings are entered correctly.

Auto Save Logger: Select a logger for the meter in the drop-down list.
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Aculink 810 Test
Dashiboard .
Alsrm Logs Templater
Modbus Devices
Acwimll B
8ACnet Devices
MBus Devices Protocol”
Digtal Inputs ) RTU © TCP
Virtual Devices b Address
[ 192168194

Mast be p address
Port

(s

Range:1- 65535

Modbus 1D

Request Timeout
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Renge:01-5
Auto Save Logger

Logger 1 s

Cancel

After the device is added, it can be found in the Modbus Devices page. A device that is
successfully connected and communicating with the gateway will have display a green 'ON' status
under the status column. A device that is offline will display a red 'OFF' warning symbol under the
status column.

NOTE: After adding a new device to the gateway, it may take up to four minutes for the status to show
'ON'. If after four minutes the device still shows an "OFF' status, check the configuration settings again to
ensure everything is set correctly.

—  Modbus Devices

BACnet Devices Device Name Interface Protocol Serial Number Status Alarms. Action
AHB22070452 RS485. Modbus RTU AHB22070452 GoN o [ ]
E3T18102365 RS485 Modbus RTU E3T18102365 O OFF [ o
E3T19052339 RS485 Modbus RTU E3T19052339 GoN o @
EHM19100047 RS485 Modbus RTU EHM19100047 Gon o @
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If changes to the configuration of the added device is needed, click on the device and then select
the Configuration. From this page users can reset the device name, port type, IP address,
Modbus ID, and other fields. Click the Save button to confirm the changes.

‘Aculink 810 Gateway.

 Modbus Device - E3T19052339

Dashbosrd

Reading  Alarm | Configuration

7.1.6 Modbus Gateway Function

The Aculink 810 supports a Modbus gateway function to add a Modbus RTU device and use it as
a gateway. Users must choose the device template as Modbus Gateway Function Only.

The Modbus gateway function allows users to forward a Modbus TCP request to the
corresponding meter. A Modbus Gateway Function Only device allows the user to read/write to
the Modbus registers of this device via Modbus gateway function. Unlike other Modbus devices,
the Aculink 810 does not periodically collect data for Modbus gateway devices.

Adding Modbus Gateway Device

To add a Modbus gateway device, select add device. Under the Template setting select Modbus
Gateway Function Only. Select RTU as the Protocol and enter in the communication settings for
that RTU device (baud rate, parity, Modbus ID, and other fields).

Click on the Save button once all information is entered in correctly.

NOTE: Only Modbus RTU devices can be used as a Modbus Gateway Function on the AcuLink 810.
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AcuLink 810 Gateway

Dashboard
Alarm Logs
Modbus Devices
BACnet Devices
MBus Devices

Digital Inputs

7.2 AcuMesh

System Settings

Protocols  Templates  Maintenance  Diagnostics

‘ Add Modbus Device

Device Name*

Maximurn 40 characters

Serial Number*

l AH1249234 l

Must be unique in this Aculink 810 device
Maximum 20 characters

Template*

[ Modbus Gateway Function Only s

Protocol*
O RTU e

Port”

l RS485 5 l

Modbus ID*

(= l

Must be unique in this Aculink 810 device

Range: 1- 246
Baud Rate*

38400 4

Data Bit*

Models AcuLink 810-900 and Aculink 810-868 supports AcuMesh, which allows for a wireless
Modbus RS485 mesh network. The gateway includes a built-in AcuMesh transceiver in its
hardware which allows the AcuLink 810 to connect wirelessly to other serial RS485 devices such
as Accuenergy and third-party Modbus devices that are paired with AcuMesh devices to gather

information.
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There are two AcuMesh models for the AcuLink 810:

+ AculLink-868 (868 MHz) is used mostly in Europe, Middle East, Africa, and certain parts of
Asia.

-+ The AcuLink-900 (900 MHz) is mainly used in North and South America, Oceania, and certain
parts of Asia.

NOTE: The AcuLink 810-X model is Wi-Fi capabilities but does not support AcuMesh mesh network
functionality.

To configure the AcuMesh network settings on the Aculink 810, click on the Protocols tab and
select ‘AcuMesh’.

7.2.1 Local Configuration

For the AculLink to add other AcuMesh paired devices, the local AcuMesh network settings must
be configured first. The local configuration page refers to the AcuMesh unit built into the Aculink
810-900 and AcuLink 810-868.

The following can be configured on the local configuration page:

Node Name: Users can configure the name of the AcuMesh node in these settings, the maximum
range is up to 14 characters.

Local MAC Address: The built-in AcuMesh transceiver will have a local MAC address that is used
to identify the unit, this is non configurable.

Network Hop: By default, the network hop is set to 4 and represents the number of times the
AcuMesh will scan the mesh network for devices. The range for this setting is from 1 to 7.

Network ID: The network ID is a hex number that is used as an AcuMesh Network Identifier. By
default, the network ID is 7FFF, and the range is O to 7FFF hex.

NOTE: Only transceivers with the same matching network ID can discover and communicate with each
other.

Encryption Enable: Users have the option to put a password on the AcuMesh device. All radio
AcuMesh devices would need to have the same password to communicate within the AcuMesh
network.

Encryption Key: The encryption key is a hex number with a maximum number of characters is 32.
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Devices

Interface Assignment

AcuMesh
Modbus
BACnet
marT
Azure loT
SNMP.
Google loT

Data Log Maintenance ~ Diagnostics

AcuMesh Configuration
<

Local Configuration | Scan & Remote Configuration

Diagnostics

Node Name

Not Configured
Maximum 14 characters
Local MAC Address Network ID
001320042161498 7iff
Range: 0x0 - Oxfft
Encryption Enable*

Enable © Disable
Encryption Key

Enter Encryption Key
Network Hop

7

Rango:1-7

7.2.2 Scan & Remote Configuration

Once the Local Configuration has been set, users can then scan for remote radio AcuMesh
transceivers. Click on the Scan & Remote Configuration menu tab on the AcuMesh Configuration
page to be redirected to the page to setup the remote AcuMesh paired devices.

The Local configuration will appear under the Node Scan section. This will show the Network ID
that will be scanned, the Encryption, and the Channel Mask that is being used. The network Hops
configuration is the number of times the mesh network will be scanned, the range is from 1 to 7

network hops.

Devices  Datalog
Interface Assignment
AcuMesh

Modbus

BACet

varT

Azure loT

S

Google loT

System Settings Templates  Maintenance  Diagnostics
AcuMesh Configuration
<
Local Configuration Scan & Remote Configuration Diagnostics.

Managed Remote Nodes

Status Node Name Number of Hops MAC Address

No Data

Nodes Scan

Scanning Network ID: 7fff
Encryption: Off
Channel Mask: fFff7ift

Network Hops
a

Range:1-7
Start Scan

Start Scan with Default Network Configuration

AcuMesh Nodes

Action

Click on the Start Scan button to search for any remote AcuMesh transceivers.
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Scanning hop 2, scan must be manually stopped.
Devices  Datalog  System Settings Templates  Maintenance  Diagnostics

Interface Assignment 7 AcuMesh Configuration

Modbus Local Configuration | Scan &Remote Configuration | Diagnostics

BACret Managed Remote Nodes

warr

i

SNMP Status Node Name Number of Hops MAC Address Action
s

‘Scanning Network ID: 888
Encryption: Off
Channel Mask: izt

Network Hops
4

Range:1-7

Acubesh Nodes
Managed Node Name Number of Hops. MAC Address Action
No 34175088 1 0013220041063d17 o
No 1E9F_3401 1 0013a20041551e91 L]
No V069 1 0013220042184dich [= L}

All devices found during the scan will have the AcuMesh node name, the number of network hops
that the Mesh device was discovered, and the MAC address displayed on the interface.

Users can click on the check box next to the node name to configure the radio AcuMesh
transceiver, or if users wish to configure multiple AcuMesh paired devices they can select the
check box next to the node name and then click on the Config Selected Remote Nodes button.

Devices  Datalog  SystemSettings Templates  Maintenance  Diagnostics

Interface Assignment ¢ AcuMesh Canfiguration

AcuMesh

Modbus w{ Scan & Remote Configuration | Diagnostics

BACnet

Managed Remote Nodes.

vart
SNMP. Status Node Name Number of Hops MAC Address Action
Google T e
Nodes Scan
Scanning Network D; 888
Encryption: Off
Channel Mask: ffffffffff7ffff
Network Hops
4
Range:1-7
LU UR  Start Scan with Default Network Configuration
AcuMesh Nodes
Config Selected Nodes BLEEHEIULILIVLIEE Manage Selected Nodes
Managed Node Name Number of Hops MAC Address Action
o sarmsos : ootsazoostossat? ]
2 N 1E9F 3401 1 001320041551e9f a

The following settings on the remote AcuMesh transceivers can be configured:

Network ID: The network ID is a hex number that is used as an AcuMesh Network Identifier. By
default, the network ID is 7FFF, and the range is O to 7FFF hex.
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NOTE: Only AcuMesh transceivers with the same matching network ID can discover and communicate
with each other.

Destination MAC Address: The MAC Address of the remote AcuMesh transceivers.

Encryption Enable: Users have the option to put a password for the AcuMesh device. All radio
AcuMesh devices will need to have the same password to communicate within the AcuMesh
network.

Encryption Key: The encryption key is a hex number where the maximum number of characters
is32.

Advanced Options:
Baud Rate: Select the baud rate of the device, range is from 9600 to 115200.
Parity: Select the parity of the device from the drop-down list.

Stop Bit: Select the number of stop bits.

Aculink 810 Gateway

Interface Assignment ‘ AcuMesh Configuration

AcuMesh

Modbus Local Configuration | Scan & Remote Configuration | Diagnostics

BACNet AcuMesh Config - 0013a20041063d17
MQTT

Azure loT Node Name

SNMP 34175068

Google loT Maximum 14 characters

Local MAC Address Network ID Destination MAC Address

0013a20041063d17 888 0013a2004216f498

Range: 0x0 - Oxfff Range: 0x0 - OXIFFFFFtfiF
Advanced

Encryption Enable*
Enable O Disable

Encryption Key

Enter Encryption Key

Managed Nodes

Users can select which AcuMesh devices to manage from the list of all discovered transceivers.
The managed nodes will only allow users to see AcuMesh transceivers that are added to the
AculLink 810 managed list section. The AcuMesh transceiver must first be added from the
discovered list before it can appear under the managed list section.
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For example, if there is a network of 50 AcuMesh devices discovered, but only ten AcuMesh
devices are added to the AcuLink 810managed list. Then only these ten transceiver will appear
under the managed list section.

Users can click on the green plus icon under the Action column to add a device to the managed
list. Alternatively, the check boxes can be used to select multiple transceivers and the Manage
Selected Nodes button can be used to add multiple transceivers to the managed nodes list.

AcuMesh Nodes

Config Selected Nodes JGEEEEECELINVEEE | Manage Selected Nodes

Managed Node Name Number of Hops MAC Address Action
No MESH_69 1 001322004166f555 ]
No MESH_68 1 00132200414f9ec3 a
No MESH_67 1 001322004126c393 o4 o
No MESH_65 1 00132200414f9eac z i}

Reset Nodes

Users can perform a soft reboot of the discovered AcuMesh transceivers. This can be very useful
as sometimes communication is dropped due to timeouts and requires a reboot to initialize and
restore the communication. The yellow button under the Action column will allow users to reset
the AcuMesh nodes. If multiple nodes require a reset, select the check boxes to pick multiple
transceivers and then click the Reset Selected Nodes button to reset all selected nodes.

AcuMesh Nodes

Config Selected Nodes  [SEFEESINGEANELESN  Manage Selected Nodes

Managed Node Name Number of Hops MAC Address Action

No MESH_69 1 0013520041665
No MESH_68 1 00132200414f9%c3 a4
2 N MESH_67 1 001322004126c393 o

No MESH_65 1 0013a200414f%ac a

7.2.3 AcuMesh Diagnostics

The AcuMesh diagnostics page allows the user to troubleshoot the AcuMesh network connection
in the AcuLink 810 to the remote AcuMesh transceivers. The test sends packets at regular intervals
to test whether the AcuLink 810 receives a response from the slave AcuMesh transceivers.

Transmission Interval: Is the sending interval of the packet, the range is from 1 to 100 seconds.

Number of Packets: Is the number of packets sent in each test query.
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Remote AcuMesh Node Selection: Users can choose which AcuMesh transceiver they want to
test from the drop-down selection.

AcuLink 810 Gateway

Iterface Assignment “oyAcuMazh Configuration

Acuesh

Modbus Local Configuration  Scan & Remote Configuration |

Diagnostics

Eionet Transmission Interval
marT
2
AzureloT
Range:1-100
snwp
Soouskr Number Of Packets
10
Remote AcuMesh Node Selection

0013a20041063417

The test result will be displayed showing the success rate and average delay of the packets sent.

AcuLink 810 Gateway

Devices

Interface Assignment

AcuMesh
Modbus
BACnet
varT
Azure loT
SNMP.

Google IoT

Datalog  SystemSettings [NEISUSUCMM Templates  Maintenance  Diagnostics

AcuMesh Configuration
<

Local Configuration  Scan & Remote Configuration | Diagnostics

Transmission Interval
2
Range: 1-100
Number Of Packets
10
Range: 1-1000
Remote AcuMesh Node Selection

0013a20041063d17

7.2.4 Adding AcuMesh Device

Test Result
Packets Sent

5

Packets Received
5

Packets Lost

0

Average Delay
00475

Success Rate

To add an AcuMesh device, select Add Device from the Modbus Devices page. The following
fields need to be configured:

Device Name: Enter a name for the device.

Serial Number: Enter the serial number of the device, the serial number must be unique and
consisting of only letters and numbers.

Template: Select the correct device model.

Protocol: Select 'RTU’ as the protocol.

ACCU=N=RGY
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Port: Select '‘AcuMesh’ as the port type.
Modbus ID: Enter in the Modbus ID that corresponds to the Modbus device.

AcuMesh MAC Address: Select the AcuMesh MAC address of the remote mesh transceiver of the
Modbus device. Users can click on Go to AcuMesh Scan & Configuration hyperlink to discover
remote AcuMesh transceivers.

Request Timeout: The default timeout setting for an AcuMesh device is ten seconds.

Aculink 810 Gateway

Datalog  SystemSettings  Protocols ~ Templates  Maintenance  Diagnostics

Dashboard ‘ Add Modbus Device

Alarm Logs Device Name*

Modbus Devices

l MESH DEVICE l

Maximum 40 characters

BACNet Devices

MBus Devices Serial Number*

Digital Inputs
l MESH l

Must be unique in this AcuLink $10 device

Maximum 20 characters

Template*

Acuvim Il s

Protocol*
O RTU TP

Port*

l AcuMesh s

Modbus ID*

e )

Must be unique in this Aculink $10 device
Range: 1 - 246

AcuMesh MAC Address*

l 0013220040f8b74b - Test1 s l

Go To AcuMesh Scan & Configuration Page

Request Timeout

l 10 ‘ seconds

Range: 2 - €0

After the device is added, it can be found in the Modbus Devices pages. A device that is
successfully connected and communicating with the gateway will have display a green 'ON' status
under the status column. A device that is offline will display a red 'OFF' warning symbol under the
status column.

NOTE: After adding a new device to the gateway, it may take up to four minutes for the status to show
'ON". I after four minutes the device still shows an 'OFF' status, double-check the configuration settings
to ensure everything is set correctly.
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R  Modbus Devices
AHB22070452 RS485 Modbus RTU AHB22070452 GoN o [ ]
E3T18102365 RS485 Modbus RTU E3T18102365 O OFF 0 L]
E3T19052339 RS485 Modbus RTU E3T19052339 GoN 0 o
E3T19055068 Mesh Modbus RTU E3T19065068 GoN 0 [ ]
EHM19100047 RS485 Modbus RTU EHM19100047 GON J L]

If users need to change the configuration of an added device, the user can click on the device on
the list and then select the Configuration menu tab. From this page users can reset the device
name, port type, AcuMesh MAC address, Modbus ID, and other fields.

Aculink 810 Gateway

Seciioad , Modbus Device - E3T19055068
Aarm Logs
e Reading  Alarm | Configuration
BACnet Devices Device Name.
MBus Devices.

E3T19055068

Digital Inputs.
Maximum 40 characters
Virtual Devices
Template®
Protocol*
ORTU ) TCP
Port®

AcuMesh :

Modbus ID
13

Must be uniquein this Aculink 810 device
Range: 1246

AcuMesh MAC Address*
0013200410531 - 34175065 B

Go To AcuMesh Scan & Configuration Page

Request Timeout

50 seconds

Range:2- 60
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7.2.5 Search Modbus Device

There is a search device function in the Aculink 810 gateway that allows the user to search for
all Modbus devices that have been indexed. The search criteria is based on the template model,
Modbus slave ID, baud rate, parity, and port. The search function can be useful for adding several
devices to a large RS485/USB daisy chain or a large mesh network.

To access the search function, users need to click on Search Device on the Modbus Device page.
NOTE: 'Search Device' only supports the devices connected via Modbus RTU protocol.

The following search criteria will need to be specified:

Template: Select the Modbus template for the device.

Port: Select the port to scan for the Modbus search, users can select ‘RS485', ‘USB/, or "AcuMesh’.
Modbus ID Start: This will match starting slave address for the search.

Modbus ID End: This will match the ending slave address for the search.

Baud Rate: Select the baud rate(s) for the Modbus device search. Users can select multiple baud
rates in the search.

Data Bit: Sets the data bit to either 7 or 8.
Stop Bit: Sets the number of stop bits to be either O or 1.
Parity: Users can select multiple parity in the Modbus search.

Request Timeout: Select the request timeout. The RS485 and USB default timeout is 0.5 seconds,
and for AcuMesh the timeout is ten seconds.

Click on the Scan button once the search credentials are configured.

NOTE: Depending on the range of Modbus IDs, baud rate and parity selected the search may take
several minutes to complete.
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AcuLink 810 Gateway.

Dashboard . Scan Modbus Device

Template*

Acukey 1310

Port®

Digital Inputs

R4S
Virtual Devices
Modbus ID Start Modbus ID End

1 246
Range: 1- 246 Range: 1246
Baud Rate®

9600 €9 19200 @ 38400 [ 57600 [ 115200
Data it

s
Parity*
© None () 0dd [ Even
Stop Bit*

'

Request Timeout

0s seconds

Range:01-5

When the scan is complete all devices found will be displayed. Users have the option to individually
add each found device and can also add all devices found by clicking on the Add All Devices To
Device List button.

If a found device is already added to the AculLink 810 it will be displayed as Added in the search
results.

If a found device has an identical Modbus ID as a device that is already added to the AcuLink 810
it will be displayed as Conflict in the search results.

The search results show the device serial number and Modbus slave ID associated with the device.
If the search is done on a AcuMesh network the AcuMesh MAC address is also displayed in the
search.
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AcuLink 810 Gateway

Dashboard
Alarm Logs.
Modbus Devices
BACnet Devices
MBus Devices
Digital Inputs

Virtual Devices

System Settings  Protocols
Scan Modbus Device
<

Status: Completed

Scanning device: AcuRev 1310

Templates

Add All Devices To Device List

Device E3T19055068 is found. Modbus ID is 13.

7.3 Modbus Polling

Maintenance  Diagnostics

Added

The Aculink 810 supports Modbus polling for the Digital Input registers. The user can select
Protocols, then the subheading Modbus to access the Modbus Configuration page.

Modbus TCP Port: The default is 502, the range is from 2000 to 5999. This is also the port used
for Modbus Gateway Function devices.

Modbus ID: The Modbus ID for the AculLink 810 is 247, this cannot be changed.

AcuLink 810 Gateway

Devices  DataLog

Interface Assignment
Acubesh

Modbus

BACnet

marT

Azure o7

SNMp

Google loT

E V:2.1.0 Revised

Modbus Configuration
<

Modbus TCP Port

502

Defaul: 502, Range: 2000 - 5999

Modbus ID
247

DI Table
Name
Digit Input 1
Digit Input 2
Digit Input 3
Digit Input 4
Digit Input 5
Digit Input 6
Digit Input 7

Digit Input 8

February 2024

Data Type
FLOAT
FLOAT
FLOAT
FLOAT
FLOAT
FLOAT
FLOAT

FLOAT

Maintenance  Diagnostics

Register Address (Dec)
8192
8194
8196
8198
8200
8202
8204

8206

Register Address (Hex)
0x2000
0x2002
02004
0x2006
0x2008
0x2008
0x200¢

0x200e

ACCU=N=RGY

www.accuenergy.com



Chapter 7: Protocols

The DI Modbus Registry Map is listed below:

Name Data Type Register Address (Dec) Register Address (Hex)
Digital Input 1 UINT32 8192 0x2000
Digital Input 2 UINT32 8194 0x2002
Digital Input 3 UINT32 8196 0x2004
Digital Input 4 UINT32 8198 0x2006
Digital Input 5 UINT32 8200 0x2008
Digital Input 6 UINT32 8202 0x200A
Digital Input 7 UINT32 8204 0x200C
Digital Input 8 UINT32 8206 0x200E
7.4 BACnet

The Aculink 810 supports the BACnet protocol via the BACnet MS/TP and BACnet IP. The gateway
can also be configured as a BACnet gateway, as well as a BBMD (BACnet Broadcast Messaging
Device). The following section will provide an overview on configuring the BACnet protocol on the
AcuLink 810 from the web interface.

7.4.1 BACnet MS/TP Assignment

To use the BACnet MS/TP, the protocol must be assigned as BACnet for RS485 and USB devices
from the Interface Assignment page under the Protocols menu tab.

NOTE: Users can have one of the ports selected as Modbus and the other selected as BACnet.

AcuLink 810 Gateway

Interface Assignment ¢ terface Assignment

AcuMesh
Port RS485*

© Modbus RTU ) BACnet MS/TP

Delete Modbus device configured with RS485 10 edit

Modbus
BACnet
marT

Port UsB*
Azure loT

SNMP.

Modbus RTU  © BACnet MS/TP

Google loT

From the Protocols page select BACnet from the left side panel. In the BACnet page under the
Acquisitor menu tab users can configure the BACnet MS/TP settings pertaining to RS485 and
USB.

The following fields can be configured for BACnet MS/TP over both USB and RS485:
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Client APDU Timeout: The time in seconds that the client will wait for a response after sending a
request. The default time is 3-seconds, and the range is 250 milliseconds to 6 seconds.

Client APDU Retries: The number of times the client will retry a request when a response is not
received. The default setting is 2 retries, and the range is from 0 to 10 retries.

MS/TP MAC Address: Used to address devices on the BACnet network, the default address is 1
and the range is from 1 to 127.

Max Master: Defines the number of allowable addresses for the MS/TP master nodes on the
network, the default is 127 and the range is 1 to 127.

Max Info Frames: The maximum amount of information frames sent to a node before it passes
the token. The defaultis 1 and the range is from 1 to 100 information frames.

Baud Rate: Select the baud rate, the default is 19200 and the range is from 9600 to 11520.

AcuLink 810 Gateway

T —
trtace Assignment , BACnet Configuration

reuvesh

Moo hcauisior | Gateway 83D

BACnet Client APDU Timeout* Client APDU Retries*

marT

Azure loT
Default 2
SNwP.

Google o7 MS/TP over RS485.
RS485 MS/TP MAC Address RS485 Max Master RS485 Max Information Frames.
1 127 1
Range: 1127 Ronger 1127 Range: 1-100
RS485 Baud Rate*

38400

MS/TP over USB

USB MS/TP MAC Address USB Max Master USB Max Information Frames
1 127 1

Range:1-127 Range:1-127 Range: 1100

USB Baud Rate*

38400
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BACnet MS/TP via R5485

00000000 “ 00000000 H POOOOO00

=

AcuRev1310 BACnet MS/TP

BACnet MS/TP via USB

RS485-USB Converter

AcuRev 1310 BACnet MS/TP

g2 £

000 O OO O O O O OO O

00000000 OO0000000 00000000
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7.4.2 Adding BACnet MS/TP Device

With the BACnet MS/TP protocol selected for either USB and/or RS485, users can add a BACnet
device to the Aculink 810 on the BACnet Devices page located under the Devices menu tab.

Click on Add Device, the following fields will need to be configured:

Device Name: Enter a name for the meter.

- Serial Number: Enter the serial number of the device, the serial number must be unique
and consisting of only letters and numbers.
Device Model: Select the device model from the drop-down list.
Port: Users can select either RS485 or USB.
Device Instance: Enter the device instance number, the range is from 0 to 4194302. It must
be unique to this AcuLink 810 device.

+ Auto Save Logger: Select logger for the meter from drop-down list.

Click Save once all settings are entered correctly.
P Add BACnet Device

Device Name

‘. EHM19100047 ‘

Maximum 40 characters

Serial Number

‘ EHM19100047 ‘

Must be unique in this Aculink 810 device

Maximum 20 characters.

Template®
‘ AcuRev 2100 + ‘
Type*
‘ RS485 * ‘
Device Instance
Range: 0 - 4194302
Auto Save Logger
Logger 1 +

After the device is added, it can be found in the BACnet Devices section under the Devices tab.
A device that is successfully connected and communicating with the gateway will have display a
green 'ON' status under the status column. A device that is offline will display a red 'OFF' warning
symbol under the status column.
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BACnet Devices

Device Name Interface Protocol Serial Number Status Alarms Action
EHM19100047 Rs485 BACnet MS/TP EHM19100047 OoN o o

NOTE: After adding a new device to the gateway, it may take up to four minutes for the status to show
'ON". If after four minutes the device still shows an "OFF' status, check the configuration settings again to
ensure everything is set correctly.

If changes to the configuration of the added device is needed, click on the device and then select
the Configuration. From this page users can reset the device name, port type, and Device
Instance. Click the Save button to confirm the changes.

tem Settings Protocols Templates Maintenance Diagnostics

‘ BACnet Device - EHM19100047

Reading Alarm Configuration

Device Name

EHM 19100047

Maximum 40 characters
Template*

AcuRev 2100 :

Type*

RS485 *

Device Instance

4

Range: 0 - 4194302

Save
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7.4.3 BACnet IP Configuration

The AcuLink 810 supports BACnet IP devices, users must configure and enable BACnet IP from the
BACnet page from the Protocols menu tab.

BACnet IP Client Enable: Enable the BACnet IP protocol.

BACnet IP

BACnet IP Client Enable*
© tnable @ Diabled

BACnet IP CLient Interface*

I Ethernet 1 -- 192.168.1.182 s

Save

BACnet IP Client Interface: Select which interface the BACnet IP network is on, users can select
Ethernet 1, Ethernet 2, or Wi-Fi.

Network Switch

Ethernet Cable

Ethernet Cable

00O O O O O O O O OO O

00000000 00000000 OOO@@@OO|

=
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7.4.4 Adding BACnet IP Device

With the BACnet IP enabled, users can add a BACnet device to the Aculink 810 on the BACnet
Devices page located under the Devices menu tab.

Click on Add Device, and the following fields will need to be configured:

- Device Name: Enter the name of the meter.

+ Serial Number: Enter the serial number of the device, the serial number must be unique
and consisting of only letters and numbers.

- Template: Select the device model from the drop-down list.

+ Type: Select the type as IP.

- Port: Enter in the BACnet port configured for the device, the range is from 47808 to 49000.

- Device Instance: Enter the device instance number, it must be unique in this AcuLink
810device. The range is from 0 to 4194302.

- Auto Save Logger: Select logger for meter from drop-down list.

NOTE: Ensure that BACnet IP Client is enabled in the BACnet Configuration page to add a BACnet IP
device to the AcuLink 810.

Click on the Save button once all fields are configured.

/stem Settings  Protocols emplates  Maintenance  Diagnostics

< Device Name
£HM 19100047 |

Serial Number

EHM19100047 ‘
Must

Template*

et <]

Type*

After the device is added, it can be found in the BACnet Devices section under the Devices menu
tab.
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Aculink 810 Gateway

Dashboard , BACnet Devices

i

BACnet Devices. Device Name Interface Protocol Serial Number Status Alarms. Action
oo Sz s I ez o e s

NOTE: After adding a new device to the gateway, it may take up to four minutes for the status to show
'ON". If after four minutes the device still shows an 'OFF' status, check the configuration settings to
ensure everything is set correctly.

If hanges the configuration of the added device is needed, click on the device and then select the
Configuration. From this page users can reset the device name, port type, and Device Instance
and Device port. Click on the Save button to confirm the changes.

AcuLink 810 Gateway

Dashboard 7 BACnet Device - EHM19100047

Alarm Logs

Modbus Devices Reading ~ Alarm | Configuration

BACnet Devices

Device Name
MBus Devices
EHM19100047
Digital Inputs
Maximum 40 charactors
Virtual Devices
Template*

AcuRey 2100 <
Type*
Rsi8S +

Device Instance
a

Range: 0 - 4194302
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7.4.5 Search BACnet Device

The AcuLink 810 supports a BACnet search function that allows users to add BACnet devices to
the Aculink 810 automatically by searching the BACnet network. This feature can be found on the
BACnet Device page under the Device menu tab.

Click on Search Device, and the following search criteria will need to be specified:
Interface: Users can select 'Ethernet’, '/R5485', or 'USB' for the device search.

NOTE: To use RS485 or USB for search ensure that the interface assignment is selected as BACnet. Also,
to use Ethernet or Wi-Fi in the BACnet search, ensure that BACnet IP is enabled on the AcuLink 810.

Search From (Device Instance): Enter the starting instance number in the search, the range is
from 0 to 4194302.

Search To (Device Instance): Enter the ending instance number in the search, the range is from
0to 4194302.

Click on the Scan button once the search criteria has been entered correctly.

AcuLink 810 Gateway

m Datalog  SystemSettings  Protocols ~ Templates  Maintenance  Diagnostics

Dashboard ‘ Scan BACnet Device
Alarm Logs

Interface*
Modbus Devices

RS485 s

BACnet Devices
MBus Devices Search From (Device Instance) Search To (Device Instance)
Digital Inputs 0 vos0s

Virtual Devices
Range: 0 - 4194302 Range: 0 - 4194302

NOTE: Depending on the range and number of devices in the network the search may take several
minutes to complete.

Users can individually add the found devices to the BACnet device list after the scan is complete.
To add the BACnet device the template must be added and installed on to the AcuLink 810.

If a found device is already added to the AculLink 810 the search will display Added in the search
results.
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If a found device has a device instance already added to the gateway the search will display
Conflict in the search results.

Aculink 810 Gateway

@ Logout  Friday, May 29,2020 10:09AM @ About  Aculink 810 ALCUENIGY

SystemSettings  Protocols  Templates  Maintenance  Diagnostics

Scan BACnet Device
<

crgy (CANAD)Inc ik s ACUREV100-WEB2. Advess s 192.168.1.245

ergy (CANADA) Inc. Mode! is AcuvimL-WEB. Address is 192.168.1.221 Added

ergy (CANADA) Inc. Model is AXM-WEB2. Ad

2.168.1.94, Added

or is Accuenergy (CANADA) Inc.. Model s Acuvim II. Address s 192.168.1.52.
Device 24003 is found. Vendor is Accuenergy (CANADA) Inc.. Model is Acuvim-L-V3, Address is 192.168.1.52

Device 24008 is found. Vendor is Accuenergy (CANADA) Inc. Model is Acuvim Il Adcress is 192.168.1.52.

found. Vendor is Accuenergy (CANADA) In. M

Device 24010 s found. Vendor is Accuenergy (CANADA) Inc.. Model
Device 24011 is found. Vendor is Accuenergy (CANADA) Inc.. Model s Typical Energy Meter Test. Address i 192.168.1.52
Device 24012 i found. Vendor is Accuenergy (CANADA) Inc. Model is New Template Test. Address s 192.168.1.52.

Device 24013 is found. Vendor is Accuenergy (CANADA) Inc. Model is Acuvim L V3_TOU. Adaress is 192.168.1.52.

found. Vendor is Accuenergy (CANADA) In. Model is WEB2. Address s 192.168.1.52

Device 24015 is found. Vendor is Accuenergy (CANADA) Inc. Model is Acuvim-L-WEB, Address is 192.168.1.52.

Device 240161s found, Vendor is Accuenergy (CANADA) Inc.. Model is Acuvim Il Address is 192.168.1.52,

7.4.6 BACnet Gateway

AcuLink 810 can also work as a BACnet gateway device allowing it to read both Modbus and
BACnet devices simultaneously in a BACnet network. Users can have both Modbus and BACnet
devices simultaneously via USB and RS485 ports, as well as both Modbus TCP, BACnet IP, and
MBus devices on the Aculink 810.

To configure the BACnet gateway setting click on the Protocols menu tab, then select BACnet
from the left menu, and select the Gateway menu tab. The following fields can be configured for
the BACnet gateway settings:

Gateway Enable: Select Enable to set the AcuLink 810 as a BACnet gateway.

UDP Port: The default port is 47808, users can configure from 47808 to 49000.
Device Object Name: Users can configure the object name for the gateway.
Device Instance: Configure a unigue device instance number for the AcuLink 810.

Network Number: The network number identifies a network within a BACnet system. The default
number is 1 and the range is from 1 to 65534.

Advertised APDU Timeout: The default APDU timeout is 3 seconds, and the range is from 3-60
seconds.

Advertised APDU Retries: The default APDU retry is 2, and the range for the setting is from 0 to
10 retries.
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Aculink 810 Gateway

Devices  Data Log

Intefsce Assignment
Acuesh

Modbus

BACret

warr

swp

 BACnet Configuration

Templates

Maintenance  Diagnostics

© Logout

Gateway Enable”
© Enable ) Disable

oP port
7000

Range 47608 - 45000

Device Object Name*
Adulinke10

[reesry—

Advertised APDU Timeout”
3seconds

e

Network Number*

1

Range 1-65534

Device Instance”

26000

Range:0- 4194302

Advertised APDU Retries

N 2

D2

Wednesday, April 1, 2020 520 PM @ About  Aculink 810 ACCUSHGY

The Remote BACnet Virtual Device List allows users to see what devices are accessible via the
BACnet gateway. The list provides the user with the device name, serial number, protocol that is
used via the Aculink 810 and the instance number assigned to it in the BACnet network. The

BACnet virtual list can be exported as a .csv file for user reference.

ACCU=N=RGY

www.accuenergy.com

Remote BACnet Virtual Device

Serial Number

AH18063288
AH18063303
AH18063310
Bridge1

Bridge10

Bridge20

csv

DF16010283

E3T16090333

E3T18052569

LV3BACNet

MESH13

MESH2

NEW

Name
WEB2 163

Acuvim L V3 221
WEB2 94

Acuvim 11 TCP 94
MESH-69

MESH-67

MESH-65

Bridge Meter 1
Bridge Meter 10
Bridge Meter 20
CSV Convert Test
AcubC 243 - 202
£3716090333
£3718052569
Acuvim L_V3 BAChet
MESH TEST2

MESH TEST1

Noww Tamniata Tact

Protocol

BAChet IP

Modbus TCP

BACnet IP

Modbus TCP

Modbus RTU

Modbus RTU

Modbus RTU

Modbus TCP

Modbus TCP

Modbus TCP

Modbus TCP

Modbus RTU

Modbus RTU

Modbus RTU

BACnet IP

Modbus RTU

Modbus RTU

Nndhie 70D

Instance

26012

26004

26013

26019

26001

26002

26003

26005

26006

26007

26011

26020

26016

26015

26014

26018

26017

2anne
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7.4.7 BBMD

In BACnet IP systems there are several broadcast messages that are used; however, these
messages are normally blocked since most BACnet IP devices are connected to an IP router.
BBMD stands for BACnet Broadcast Management Device and is used to allow for IP broadcasting
to locate and communicate with other BACnet devices.

BBMD Mode: Users can select the following options for BBMD:

- Allowing incoming FDR: Foreign Device Registration allows the AculLink 810 to send its
broadcast message to a BBMD.
Full BBMD: Allows the AcuLink 810 to send broadcast messages to other BBMDs.
Disable: Disables BBMD
BBMD Address List: Users can enter the IP address of the BBMD.

Aculink 810 Gateway

Devices Data Log System Settings Templates Maintenance Diagnostics

( BACnet Configuration

Interface Assignment

AcuMesh

Modbus Acquisitor Gateway BEMD

BACnet

BBMD Mode*

mart
Allowing incoming FDR *
SNMP

BBMD Address List Add Address

Must be ip address

7.5 MQTT Protocol

The Aculink 810 supports the MQTT protocol where the gateway can publish device data to a
subscriber using an MQTT broker. The MQTT broker is a central server where all MQTT clients
will connect to. The broker/server manages all message topics and updates new messages to all
clients that are subscribed to a particular topic (AcuLink 810). All related MQTT settings can be
configured in the MQTT page under the Protocols menu tab.

7.5.1 MQTT General Settings

Under the General menu tab in the MQTT page, users can enable the MQTT protocol and
configure the broker settings.
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Enable MQTT: Select Enable to use the MQTT protocol.
Broker Address: Enter the broker address of the MQTT server.
Broker Port: Enter the port number for the MQTT Broker.

Client ID: Enter the Client ID for the AcuLink 810; must be a unique ID number.

Keep Alive: The client communicates a time interval in seconds to the broker, “Keep-Alive” is the
maximum length of time in seconds that the broker and the client cannot communicate with each

other.

Timeout: Enter the timeout setting time in seconds.

Once all settings are configured click the Save button. The connection to the broker can be tested

by using the Test MQTT button.
Devices Data Log System Settings Templates Maintenance Diagnostics

Interface Assignment ‘ MQTT Configuration

AcuMesh
General | UserCredential ~ SSL/TLS  Last Will and Testament  Devices to Publish
Modbus

BACnet MQTT Enable*

LT © Enable () Disable

SNMP.
Broker Address*

testmosauitto.org
Broker Port*

1883
Client ID*

1
Keep Alive*

60 S
Timeout*

30 S

Clean Session*
Yes © No

Test MQTT

7.5.2 MQTT Authentication

The User Credential tab allows users to configure a Username and Password authentication if the

broker can support it.
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AcuLink 810 Gateway

MQTT Configuration
<

Interface Assignment

AcuMesh
Modbis General | User Credential | SSL/TLS  LastWilland Testament  Devices to Publish
Bacnet Username
MQTT
Enter Username
Azure loT
SNMP Password
Coogle o Enter Password

7.5.3 MQTT Encryption

The SSL/TLS tab allows users to use the MQTT protocol with an encryption.

In this page users will be able to upload the required certificate and key files.

AcuLink 810 Gateway

Devices ~ Datalog  System Settings Templates  Maintenance  Diagnostics

MQTT Configuration
<

Interface Assignment

AcuMesh
Modbos General  User Credential | SSL/TLS | LastWilland Testament  Devices to Publish
Bacost Enable SSL*
Ak © Enable ® Disable
Azure loT
CA File*
SNMP
—— Choose file
Cert File*
Choose file
Key File*

Choos e
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7.5.4 Last Will & Testament

The AcuLink 810 supports Last Will and Testament messages via the MQTT protocol. These
settings can be configured under the Last Will & Testament tab.

The last will and testament message is used to notify other clients regarding other disconnected
clients. The message is an MQTT message that contains a topic, a QoS level and a payload.

Topic: Refers to the path used to access the MQTT message.

QoS: Stands for Quality of Service and refers to the reliability of the message delivery between the
publisher and subscriber.

There are three types of quality of service:

QoS 0: The lowest level and is defined as “at most once” delivery. This level has the fastest
message delivery, but the success rate of delivery is less reliable.

QoS 1: Defined as “at least once” delivery. These types of messages are reliable and are
guaranteed, however the messaged may be sent as duplicates several times.

QoS 2 - Is the highest level and is defined as “exactly once” delivery. These messages are
more reliable and are guaranteed to be sent once without any duplicates. This type of
messaging sent are the most reliable, however it has a slower message delivery. Each
client can optionally specify its own LWT message when it connects to a broker. The broker
stores this message so that if the client disconnects ungracefully, the broker will send the
disconnected client's LWT message to all the other clients that are subscribed to that last will
message topic.

AcuLink 810 Gateway

MQTT Configuration
<

Interface Assignment

AcuMesh
Modbus General ~ User Credential ~ SSL/TLS

Last Will and Testament | Devices to Publish

BACnet
marT

Azure loT

Last Will Enable*

© Enable Disable
Topic
SNMP i

Google loT Enter Topic

Qos*

Qos0 s
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7.5.5 Device Publishing

Under the Devices to Publish menu tab users can configure the sending interval and devices
data they want to publish to the broker.

All Meters Use One Topic: If selected as Yes users can use one topic for reading all published
devices, however if No is selected users will need to configure a base topic.

Topic: Users will enter in the topic used to read all devices.

Base Topic: Users can enter in the topic, is usually a base topic followed by the serial number of
the device.

QoS: Users can configure the quality-of-service level, where ‘Qos 0" is the lowest level and ‘Qos 2" is
the highest level.

Retained: Users have the option retain messages or not. If a client retains messages that was
published to topic, a second client that is subscribed to the same topic will be able to see the
retained message.

Interval: Users can select the publishing interval; the range is from 10 to 600 seconds.
Payload Format: Users can select from two different payload formats.

Select Devices to Publish: Users can select Modbus RTU/TCP devices, BACnet MS/TP, BACnetIP,
or MBus devices and the Digital Input counter to publish to the MQTT broker.

Devices  Datalog  SystemSettings Templates  Maintenance  Diagnostics

Topic should be Base Topic+  + device seril number
Qos*

Qo0
Retained"

Yes O No

Interval”

Payload Format*

Paylosd Format Template 1

Select Devices To Publish
Select Al

Enable Log Digital Inputs
Modbus

E3T!

EHMI9100047 #EHM19100047
BACHet

Virtual
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7.6 Azure loT

The Azure Internet of Things (loT) is a collection of Microsoft cloud services that allow the user
to have reliable device to cloud communication. Azure 10T hub is a managed loT service which
is hosted in the cloud and allows for bi-directional communication between loT applications and
the devices. This cloud-to-device connectivity means that you can receive data from your devices,
but you can also send commands back to the device. The AcuLink 810 supports Azure 10T device
posting where users can send Modbus, BACnet, MBus, and Virtual Devices to the loT Hub.

Once connected on Azure, users can also configure settings on the Aculink 810 from Azure via
device twin. The following settings need to be configured.

Azure loT Enable: Allow users to enable or disable Azure loT.

Primary Connection String: Enter in the primary connection string for the loT Hub. Secondary
Connection String: Enter in the secondary connection string for the loT Hub.

Interval: Select how often to post to the loT Hub, the range is from 10 to 600 seconds.

Enable SSL: When the Aculink 810 connects to Azure X509 loT device/loT Edge device, users can
enable SSL where they can upload a certificate and key file for encrypted posts.

Select Devices to Publish: Users can select Modbus RTU/TCP devices, BACnet MS/TP or BACnet
IP devices, or MBus devices and the Digital Input counter to publish to the Azure IoT Server.

Aculink 810 Gateway 5112,2020 1226PM @ About

0 ACCUENSIS)

 Azure oT Client Configuration
Azure loT Enable*

© Enable ) Disable

Primary Connection String

Aure loT Hos

Secondary Con:

Enter Sec

© Enable ) Disable
e eyrie
EE=

Select Devices To Publish

Lv3 221 #221 AcuRev 2020 58 #58
1P 94494 Acuvim | £AH14064668
L- 204 #AH16052218 IMESH-69 #AH13062268
67 2

H18063303 MESH-63 #AH13063302
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7.6.1 Creating Azure loT Device on Azure Portal Server
1. Sign into the Azure Portal (https://portal.azure.com).

2. From the Azure homepage, select the + Create a resource button, and then enter ‘loT Hub' in
the Search the Marketplace field.

3. Select loT Hub from the search results, and then select Create.

4. On the Basics menu tab, complete the fields as follows:

+ Subscription: Select the subscription to use for your hub.
Resource Group: Select a resource group or create a new one. To create a new one, select
Create new and fill in the name you want to use. To use an existing resource group, select
that resource group from the drop-down menu. For more information, see Manage Azure
Resource Manager resource groups.
Region: Select the region in which you want your hub to be located. Select the location
closest to you. Some features, such as loT Hub device streams are only available in specific
regions. For these limited features, you must select one of the supported regions.
loT Hub Name: Enter a name for the |oT hub. This name must be globally unique. If the
name you enter is available, a green check mark appears.

Home > loT hubs

Ryan810

Host name

[Frstommreseienme K

Shared a

[[regsmesawrne |

Shared access policy key
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7.6.2 Create an loT Devices /loT Edge Device in the Azure Portal

In loT Hub in the Azure portal, loT Edge devices are created and managed separately from loT
devices that are not edge enabled.

1. Sign into the Azure Portal and navigate to loT hub.

2.In the left panel, select loT devices/loT Edge from the menu.
3. Select New/Add an loT Edge device.

4. Provide a descriptive device ID. Use the default settings to auto-generate authentication keys
and connect the new device to the hub.

5. Select an authentication type.
Users can select Symmetric key or X.509 CA signed.

Azure loT Explorer (preview)
Home > Ryan810 > Devices > Create a new identity
B Create X Cancel

Device ID *

test_add_device

Auther

tion type *

® key () X509 self-signed () X509 CA signed

to-generate keys

Connect this device to loT hub

@ coove
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Azure loT Explorer (preview)

Home > Ryan810 > Devices

. | (¥ rssmmymmanee)
- comet P -
aed Dicomeced S
aed Cometed 8

Home > Ryan810 > Devices > S8P53070095 > Telemetry

- W stop

Telemetry

Consumer group

Specify enqueue time

7.6.3 Retrieving Connection String in the Azure Portal
SAS loT device/loT Edge device:

When users are ready to set up their device, users will need the connection string that links the
user'’s physical device with its identity in the loT hub.

1. From the loT devices/loT Edge page in the portal, click on the device ID from the list of loT
Edge devices.
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2. Copy the value of either Primary Connection String or Secondary Connection String.

X.509 loT device/loT Edge device:

Connection string is defined as: "HostName=<host_name>;Deviceld=<device_id>;x509=true”

7.6.4 Configure AcuLink 810 from Azure

AcuLink 810 support device twins desired properties to synchronize device configuration or
conditions, where the AcuLink 810 can configure the NTP and Azure loT configuration from the
Azure portal.

The configuration is defined in desired properties:
{
"properties": { "desired": {
"ntpConfig": {
"enable": true,
"ntpServer1": "0.us.pool.ntp.org",
"ntpServer2": ",
"ntpServer3": ",
"timeZone": "America/Toronto",
"lastUpdateTimestamp": 1595876093
2
"azureConfig": {
"azureloTEnable": true,

"primaryConnectionString": "HostName=AculLink810.azure-devic
es.net;Deviceld=810pc;x509=true”,

"secondaryConnectionString": ",

"sslEnable": true
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b
"existingProperty": "otherNewValue",
"otherOldProperty": null

}

}
7.7 SNMP

The Aculink 810 supports the Simple Network Management Protocol (SNMP) which allows for
reporting the Aculink 810 device data to the management station. The SNMP settings can be
found on the SNMP page under the Protocols tab.

SNMP Enable: Select 'Enable’ for the SNMP protocol.

SNMP Version: Users can select either 'SNMPv2c’ or 'SNMPv3'.
Version 2: Requires a read only community string to be configured.
Version 3: Requires authentication and privacy protocol.

Port: The default SNMP port is 161, the range is from 16100 to 16199.

The AcuLink 810 also supports SNMP trap notifications, where the user can receive a trap
notification for any alarms that are triggered for devices on the AcuLink 810.

Trap Enable: Select enable for trap notifications.

Trap Target 1-4: Users can configure up to four trap targets, where the trap targets must be an IP
address.

Buffer Size: Enter the size of the buffer for the number of notifications will be stored before being
sent to the management station. A maximum of thirty (30) notifications can be stored.

Report Hold Time: Enter the time in seconds for how long the notification will be in queued
before it gets sent to the management station. By default, this setting is configured to 0 so the
notification will be sent immediately after an event occurs. This setting could be configured from O
to 30 seconds.
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Aculink $10 Gateway.

Datalog  SystemSetting: U Tempistes  Maintenance  Disgrostcs
SNMP
<

SNMP Enable”
© fnable O Disable

NP Version” portt

e SNMP2C s e

SNMPv2e Configuration

Trap Target 2

7.7.1 MIB File

The SNMP MIB file includes all the device data objects required to read the device on a SNMP
system. The MIB file of the AcuLink 810 can be downloaded directly from the web interface in the
SNMP page. When downloading the SNMP file, it will be downloaded as a zip folder including the
individual MIB files that are all device models on the AcuLink 810.

Report Buffer Size Report Hold Time
30 0
Range: 0-30 Range: 0 - 300

Download MIB File

7.8 MBus

The Aculink 810 supports MBus devices, where the user can add MBus devices to the Aculink
810 via an Mbus TCP/IP master. Mbus meters are typically used for reading water, gas, and
electricity.

AcuLink 810 Gateway

Datalog  Systemsettings  Protocols  Templates  Maintenance Diagnostics
Dashboard o MBus Devices

Master Name 1P Address. Action
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7.8.1 Adding MBus Device

To add a MBus device, select MBus under the Devices menu tab. Users will first need to add the
MBus master device, click on the Add Device button. Enter in the following:

Master Name: Enter the name for the master device.

Master IP Address: Enter the IP address of the master device.

Master Port: Enter the port number for the master device, the range is from 1 to 65535.
Click on the Save button once complete.

Aculink 810 Gateway

Datalog  SystemSettings  Protocols  Templates  Maintenance  Diagnostics

© Logout  Wedn

Dashboard . Add Master
Alarm Logs
Master Name™ Master IP Address™ Master Port*
Modbus Devices
BAChet Devices l Master 55 ] [ 192.168.1.55 ] [ 10001
Vaximam 16 caracies [T—— Ranger1 - 65535
Meus Devices
Digital Inputs Data Logger

Virtual Devices ‘ Data Logger 1 s ‘

The added master will show up on the MBus Device page.

Aculink 810 Gateway

R o s ros o e oo

MBus Devices
(
i s

Mbus Test 192168637 L]

Alternatively, Users can Search for the master device. Click on Search Master.

The following is required for the search criteria:

Start IP Address: Enter the starting IP range for the search.

End IP Address: Enter the ending IP range for the search.

Master Port: Enter the master port with a range from 1 to 65535.

Click on the Scan button once the search criteria has been completed.

When the scan has completed, all masters discovered will appear in the search results, users will
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have the option to add them individually or can use the Add All Devices To Devices List button

to add all discovered MBus masters.

Aculink 810 Gateway

Datalog ~ SystemSettings  Protocols  Templates  Maintenance  Diagnostics

Dashbosrd , Scan MBus Master Device
Alarm Logs
Start IP Address* End IP Address*
Modbus Devices
BAChet Devices (ERTIEHEY 192.168.1.55
Must be paddress Mt e p aderess

MBus Devices

Digital Inputs Add All Devices To Device List

Virtual Devices

Device Master 54 s found. IP address is 192.168.1.54.

Device Master 55 is found. IP address is 192.168.1.55.

© Logout  Wedi

Master Port*

10001

Range 165535

Added

Add To Device List

To add the MBus slave devices, click on the Master from Mbus page to be redirected to the

following page.

From this page users can change the Master Name, however the IP and Master Port cannot be
modified. From here users can add Mbus devices to the AcuLink 810.

Aculink 810 Gateway

Datalog  SystemSettings  Protocols ~ Templates  Maintenance  Diagnostics

pashboard ‘ MBus Device - 192.168.1.55
Alarm Logs
Master Name* Master IP Address Master Port
Modbus Devices
——— Master 55 192.168.155 10001
Maximum 16 characters
MBus Devices
Digital Inputs Serial Number Secondary Address Medium
Virtual Devices Enter Serial Number Enter Secondary Address ~ Select Medium -~
Serial Number Device Primary Address Device Secondary Address Medium
No Data

Delete Selected | Force to Read Selected
Scan For Slave | Manual Add Device | Add Al Devices To Device List

No device found

Scanning for MBus Devices

© Logout  Wedn

Data Logger
-- Select Data Logger -- s
Status
s -~ Select Status - s
ReacTime  Status  Alarms  Action

Users can run a scan to search for all available Mbus slaves on the master by selecting the Scan

For Slave button.

Serial Number Device Primary Address Device Secondary Address

No Data

Delete Selected | Force to Read Selected
Scan ForSlave | Manual Add Device | Add All Devices To Device List

Device GWF.19495028.3C.07 is found. Secondary address is 19495028E61E3C0T.

ACCU=N=RGY
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Medium

Read Time Status  Alarms  Action

Add To Device List
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Once the slave device is added it will show up on this page under the Added Slaves section. The
serial number, device primary address, and device secondary address will be displayed. The status
‘ON’ will indicate the meter is online, “OFF" will indicate the meter is offline.

Users can delete the device from this page by clicking on the trash icon button under the Action
column. If there are several Mbus devicesadded, users can use the filter to sort and filter the
MBus devices by serial number, secondary address, medium, and status.

Aculink 810 Gateway. © Logout Wednesday, August 12, 2020426 P @ About  Aculink 10 ACTUENEREY

PR 0:log  Smemetings  frowocos  Templtes  Mantenance  Diagnostc
T, . MBus Device - 192168155 [—
tlarm Logs
Master Name Master 1P Adcfess Master Port Data Logger
Modbus Devces
U 192168155 10001 Seiect Dara Logger
Meus Devices o
TS Serial Number ‘Secondary Addrss Medium Status
Vitua Devices Enter Seia Number Enter Secondiary Address — Seect Medium ¢ | - SelectStaws
() Serial Number Dovice Primary Address  Device Secondary Address  Medium  Read Time Status  Alarms  Action
O GWR1M3s0B3CO7 0 13495028E51E3CO7 Water 2020082162605 WON 0 L]

Users can perform a force read for the selected MBus devices; this will provide users with the
latest data from the device. The read time will be updated to notify users of the read.

Aculink 810 Gateway. O Logout Weddnesday, August 12,2020 S15PM @ About  Aculink 10 ALTUSHSRBY

Do Duatog  SpemSetings  Prowcok  Templates  Maintenance  Disgnostics
Catioe  MBus Device - 192168155

Arpi® Master Name Master 1P Address MasterPort Data Logger

Modbus Devces

R Master 192168155 10001 Select Dta Logger -
Meus Devces =

Ol puts Seial Number Secondary Addvess Medium St

Vitial Deices Ener Serial Number Enter Secondary Address -~ Select Mecium -~ o | seeasous-

O Serial Number Device Primary Address  Device Secondary Address  Medium|  Read Time Satus  Alarms  Action
B GWR1s9s083COT O 19495028E61£3C07 water | 2000812171505 | won o L]

7dd Al Devies To Device List

Adding MBus Device Manually

Users can add Mbus devices manually by entering the secondary address (required). Once the

address is entered, click on Add.

Scan For Slave

Address Type
© Secondary Address ) Primary Address
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Data Logging for MBus Devices

Data logging for MBus devices can be done directly from the MBus Device page. Under the Data
Logger drop-down menu, users can select which data logger to use for the MBus device.

Alternatively, users can also specify which MBus devices to log under the Data Loggers
configuration page (Data Log > Data Loggers).

Aculink 810 Gateway

— . MBus Device - 192.168.1.55
Alam Logs
Master Name* Master IP Address Master Port Data Logger
Modbus Devices
——— Measter 55 192168155 10001 | — Select Data Logger -- s |
Maximum 16 characters — Select Data Logger -
MBus Devices
Data Logger 1
DigitalInputs Serial Number Secondary Address Medium Data Logger 3
Virtual Devices Enter Serial Number Enter Secondary Address — Select Medium -- : — Select Status - :
Serial Number Device Primary Address  Device Secondary Address  Medium  Read Time Status  Alarms  Action
GWF.194950283C07 0 194950286 1E3C07 Water  2020-08-12162905  (ON 0 o

Delete Selected | Force to Read Selected
Scan For Slave | Manual Add Device | Add All Devices To Device List

No device found

7.9 Virtual Device

The Aculink 810 supports the creation of a virtual device which allows users to create a device
based on certain calculations/formulas of the devices already added to the Aculink 810. Select
Virtual Devices under the Devices menu tab and click on Add Virtual Device.

Aculink 810 Gatewiay

[RON Ostalog  SystemsSettings  Protocols  Templates  Maintenance Diagnostics.

Dashboard  Virtual Devices

Aarm Logs

Modbus Devices Add Virtual Device

BACnet Devices.

Device Name. Serial Number Action

MBus Dovices

NoData

Users will be required to enter a device name for the virtual device. Once the name is entered
for the device, click on the Add Virtual Parameter button to start creating and adding the virtual
parameters.
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Aculink 810 Gateway @ Logout Wednesday, August 12, 2020 444PM @ About  Aculink 810 ALTUEMEREY
Protocols  Templstes  Maintenance  Diagnostis

 Add Virtual Device

Device Name*

7.9.1 Adding Virtual Parameter

The following settings will need to be configured to add the Virtual parameters.

- Parameter Name - Enter a parameter name for the virtual device.
Unit - Enter the unit that will be used for the virtual parameter.
Parameter Type - Can be selected as either ‘Realtime’ or ‘Accumulative’.

Calculated Meter Formula - The meter formula can be created by clicking on the Select Device
Parameter button. This will allow users to select existing parameters from Modbus, BACnet and
MBus devices already added to the AculLink 810. Once users have the parameters selected from
the existing device click on Select, users will notice the parameter is added into the meter formula
bar. Users also have the option to add math operators to their calculated meter formula such as
addition (+), subtraction (-), multiplication (*), and division (/).

Users can add another parameter to the virtual device by clicking on the Add Virtual Device
Parameter, and it can have up to fifty (50) Virtual Parameters per virtual device. Once all
parameters are added, click on the Save button.

Aculink 810 Gateway. O Logout Wednesday, August 12. 2020 £46PM @ About  Aculink 10 ALTUENREY

Unit

) [
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Select Device Parameter

First Device

Acuvim 11 TCP 94 - 34

First Parameter

Power

Phase A Active Power

Phase 8 Active Power

Phase C Active Power

Phase A Reactive Power

Phase B Reactive Power

Phase C Reactive Power

Once the device is created it can be seen from the Virtual Device page, to view the readings click
on the Virtual Device hyperlink from the left menu.

Under the Readings menu tab users can view the virtual device readings.

Aeulink 810 Gatevay
Onalog  SystemSatings  Protocols  Templates  Maintenance  Diagnostcs
Dastboord  Virtual Devices

Ao togs

Modbus Devices.

BAChat Devices.

MBus Dovices Device Name Serial Number Action

Digital Inputs. i i Virtual Device: L]
Virtual Devices

Users can edit the virtual device in the Configuration menu tab, from here the user can edit the
parameter name, unit, parameter type, calculated meter formula, and delete virtual parameters.

NOTE: The virtual Device Name cannot be modified in the Configuration menu tab.

‘Aculink 810 Gateway @ Logout  Friday, May 29,2020 11:17 AM @ About  Aculink 810 ALTUENSAE)
Datalog  SystemSeftings  Protocok  Templates  Maintenance  Diagnostics
< Reading | Configuration Back To Device List

Device Name

Voltage Sum

Parameter 1 -

Virtual Devices Parameter Name* Unit
Phase Voltage Sum Yolts
Parameter Type*
© Realtime
Accumulative

Calculated Meter Formula®

“$221Avera0e ge+'58 Voltage™+5+2+"SLV3BACy

iskparametss 2 name'-500

cion. 2 "Sice 1 seratparametr 1 name’+0.1"Sdevice

7.10 Google loT

The Google Internet of Things (1oT) is a collection of Google Cloud services that allow the user to
have reliable device to cloud communication. Google 1oT Hub is a managed loT service which is
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hosted in the cloud and allows for bi-directional communication between loT applications and the
devices. This cloud-to-device connectivity means that you can receive data from your devices, but
you can also send commands back to the device.

7.10.1 General
Configure all the basic settings in this page:

Broker Address: This is the endpoint to which your device will connect to communicate with
Google's 10T core. It typically is mqtt.googleapis.com.

Broker Port: The port number is used to establish the connection with the broker. For Google IoT,
it's commonly set to 8883 for secure MQTT communication.

Google Cloud Project ID: The project ID is an unique identifier assigned to each project created
in the Google Cloud Platform.

Cloud Region: This parameter specifies the Google Cloud region where the user’s 10T Core
registry is located. Common regions include us-central1, urope-west1, and asia-east1.

Registry ID: A registry is a logical container for the devices. The user should create a registry
within the project and provide its unigue name.

Device ID: The device ID is a unique identifier for the user’s individual loT device. It should be
associated with a registry.

. Google loT Configuration

General | SSL/TLS  Devices to Publish

Google loT Enable*
© Enable () Disable

Broker Address Broker Port
matt.googleapis.com 8883

Example: mqtt.googleapis.com Example: 888

Cloud Region Google Cloud Project ID
us-centralt accuenergy-iot

Example: us-centralt Example: accuenergy-matt-test

Registry ID Device ID
aculink810 nacung10

Example: my-registry Example: test

7.10.2 SSL/TLS

The user shall upload the security key in this page to establish secure communication with Google
loT server.
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Google CA File: This file contains the certificate authority (CA) public key used to establish a
secure connection with Google's 10T core. Ensure it is correctly configured on your device.

Private Key File: This file stores your device's private key for secure communication. Keep this file
secure and configure it properly.

Google loT Configuration

General SSL/TLS Devices to Publish

CA File*

Choose file

Key File*

Choose file

7.10.3 Device to Publish

Users will use this page to configure the device which they would like to push data to the Google
loT server.

Topic: This is the communication channel within the Google 10T system, where |oT devices publish
messages in the cloud.

Qos: Select the Qos in the drop-down menu to choose the communication quality with the loT
server.

Interval: Use this to select the frequency for pushing data to the server.

Payload Format: Select the data format that the user would like to use for the data being pushed
to the server.

Select Devices To Publish: User will check the box next to the meter which they would like to
push data to the server.
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Z

Google loT Configuration
<

General SSL/TLS Devices to Publish

Topic
/devices/nacung10/events
Example: /devices/DEVICE_ID/events

Qos*

Qos0

Interval*

60 seconds

Payload Format*

Payload Format Template 1

“device_name”
"device_madel

“onlin: rue,
"readings™: [
“param”: “phase_A_volt"
"value": "120.0_v"
3.
{
“param”: "phase 8 volt”

V: 2.1.0 Revised: February 2024
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Chapter 8: Device Readings

The device readings can be seen directly on the Aculink 810 web interface. The device data
updates every minute on the web interface. To view the device readings, click on the Devices
menu tab and select either Modbus/BACnet Devices.

Users can simply click on the device they wish to view the data under the Readings menu tab.
Depending on the device, users can click on the Reading Type drop-down menu to select

different types of parameters to

read from the device.

Users can immediately force read parameters to the current page by clicking the “Refresh” button.

¢ Reading Type

Basic Metering
Display Writable Parameter Only

Refresh Parameters

=

Hint: It may take few minutes to refresh the parameters.

Parameter
Frequency

Phase A Line-to-Neutral Voltage
Phase 8 Line-to-Neutral Voltage

Phase C Line-to-Neutral Voltage

For MBus Devices, users will n
devices to view the readings.

eed to first click on the MBus

Value

60011

121957y

121968V

121957y

master and then select the MBus

AcuLink 810 Gateway
m Data Log System Settings Protocols Templates Maintenance Diagnostics
Dashbonrd , MBus Slave Device - GWF.19495028.3C.07
Alarm Logs
S Reading | Alarm
BACnet Devices Reading Type
MBus Devices
Readings s
Digital Inputs
Rt Divces No Parameter Value

1

2

ACCU=N=RGY
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Volume
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8.1 Parameter Configuration

Use the Configure function to configure each parameter on the list and allow it to display on the
AcuLink 810 or to record on the data log.

Reading Type

Basic Metering s Configure

Display Writable Parameter Only

Refresh Parameters

Hint: It may take few minutes to refresh the parameters.

Parameter Value

Phase A Line Current 57.192 A
Phase B Line Current 62.281A
Phase C Line Current 59.119 A

Select the “Reading Type" then click the Configure button, the following page will then show up.

Users can check which parameters to be included as well the option to create custom labels.

Parameter Definition - E3T19056118

Reading Type
Basic Metering s Back To Device Reading

Use Customized Label for

Parameter Customized Label Included in Log Unselect All
Display Select All Datalog Select All
Phase A Line Current Enter Custom Parameter O
Phase B Line Current Enter Custom Parameter 1
Phase C Line Current Enter Custom Parameter 2
Average Line-to-Neutral Voltage Enter Custom Parameter 3
Phase A Line-to-Neutral Voltage Enter Custom Parameter 4

Save
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- Included in Log - Select if the parameter needs to be included in the data log file.
+ Customized Label - Where users can create a custom label for the parameter listed in the
template.
- Display: Display the customized label on the AcuLink 810 reading interface.
- Datalog: Display the customized label on the AculLink 810 data log file.

Parameter Definition - E3T19056118

Reading Type
Basic Metering s Back To Device Reading

Use Customized Label for

Parameter Customized Label Included in Log Unselect All
Display select All Datalog select All
Phase A Line Current test label of phase A line current
Phase B Line Current test label of phase B line current
Phase C Line Current Enter Custom Parameter 2
Average Line-to-Neutral Voltage Enter Custom Parameter 3
Phase A Line-to-Neutral Voltage Enter Custom Parameter 4

Save

Click the Save button after everything is set up, then click on the Back To Device Reading button.
In the readings page to see the custom labels implemented.

Reading Type Back T

Display Writable Parameter Only

Refresh Parameters

Parameter Value
test label of phase A line current 56.349 A
test label of phase B line current 61.448 A
Phase C Line Current 58261 A
Average Line-to-Neutral Voltage 122.398 v
Phase A Line-to-Neutral Voltage 122383 v

When downloading the data log file, the name in the header will be changed according to the
custom label configured.
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A

Time

11
12
13
14
15
16
17
18
19

2023-11-29T00:00:00-0500
2023-11-29T00:01:00-0500
2023-11-29T00:02:00-0500
2023-11-29T00:03:00-0500
2023-11-29T00:04:00-0500
2023-11-29T00:05:00-0500
2023-11-29T00:06:00-0500
2023-11-29T00:07:00-0500
2023-11-29T00:08:00-0500
2023-11-29T00:09:00-0500
2023-11-29T00:10:00-0500
2023-11-29T00:11:00-0500
2023-11-29T00:12:00-0500
2023-11-29T00:13:00-0500
2023-11-29T00:14:00-0500
2023-11-29T00:15:00-0500
2023-11-29T00:16:00-0500
2023-11-29T00:17:00-0500

B

8.2 Writing to Modbus Device

Adding the device

|tEst label of phase A line current

58.997
58.919
58.849
58.841

58.79
58.859
58.841

58.81
58.925
58.946
58.992
58.881

58.94
58.806
59.099

59.09
58.914
58.911

C

test label of phase B line current

04.296
64.231
64.163
04.145
64.106
64.166

64.15
04.125
64.218
64.265
04.308
64.205
64.241
604.116
64.371

64.36
04.217
64.191

D E
lc_A
60.997
60.929
60.859
60.838
60.802
60.874
60.838
60.828
60.929
60.934
60.997
60.877
60.935
60.817
61.079
61.064
60.917
60.898

123.52
123.587
123.575
123.595
123.911
123.848
123.796
123.773

123.93
123.986

123.89

123.81
123.445
123.585
123.489

123.44
123.456
123.372

F

Vnavg V. Va_V

123.506
123.575
123.561
123.582
123.897
123.836
123.783

123.76
123.918
123.973
123.878
123.796
123.432
123.572
123.477
123.427
123.444
123.359

After the template with Modbus Function code 16/15 is created, add a new device with the
template. Then specify the connection method (Protocol) to that Modbus device (Modbus RTU/
Modbus TCP).

NOTE: Refer to chapter 7 on how to add or create Modbus Templates on the AcuLink 810.

AcuLink 810 Gateway

Dashboard

Alarm Logs

Modbus Devices

BAChet Devices
MBus Devices.
Digital Inputs

Virtual Devices

System Settings  Protocols

Add Modbus Device
3

Device Name

Enter Device Name.
Maximum 40 characters
Serial Number

Enter Serial Number

40IWGLGR
Al0DerisSocomecTEST
A10DerisSocomecTEST2

ADAMA0T?
AcuDC 243

AcuRev 1200
AcuRev 1300

Templates

Maintenance

Diagnostics

Users will be able to view the device connected under the Modbus device list. In this example, the

writing template is connected to an AcuRev 1310 meter.

&=
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AcuLink 810 Gateway ¢

— . Modbus Devices

Aarm Logs

BAChet Devices Device Name Interface Protocol Serial Number status Alarms. Action

MBus Devices
AHB22070452 Rs485 Modbus RTU AHB22070452 GoN o ]

Digital Inputs:

Virtual Devices E3T16090972 Rs4gs Modbus RTU £3T16090972 won o o
E3T18102365 Rs485 Modbus RTU E3TI102365 O oFF o .}
£3719052339 Rs485 Modbus RTU E3719052339 o 0 @
EHM19100047 RS485 Modbus RTU EHM19100047 GoN 0 L]

Click on the device to view all parameters, the writable parameters will have the blue write icon
located next to the value as seen below.

Aculink 810 Gateway

Dashboard ‘ Modbus Device - Write

Alarm Logs
MernsRas Reading | Alarm  Configuration

BACnet Devices

Reading Type

MBus Devices
Settings ¢ Parameter Define
Digital Inputs

-- Select Reading Type --

Virtual Devices

Relay Output

Val
Settings alue

Frequency 1000000 @
Protocol 1 0.000000 &
Parity 1 30000002
Password 00000002
Address 1 210.000000 &
Baud Rate 1 19200.000000 (&
Voltage Wiring 00000002
Current Wiring 0.000000 &

PT1 (High bit) 0.000000 &

PT1 (Low) 4000.000000 (&
P2 4000.000000 (2
a 400.000000 (&

The blue write icon button next to the value allows the user to update and write a register value
into the device. For example, by clicking the write icon button for CT1 parameter, a “Change
Modbus Register Value” prompt will appear. The user can then edit the value from 5000 to 10000.
Click on the Submit button to confirm the change.

Change Modbus Register Value

New Value

1000
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&

Aculink 810 Gateway
W Ditalog  SystemSetings  Protocols  Templates  Maintenance  Diagnostics
Desion  Modbus Device - E3T19052339
Aarm Logs
e Reading | A Configuration
BACnet Dovicss: Reading Type
Meus Devices
ontiuaion B
Oigtal nputs
Vitual Devices  Display Writable Paramater Only

Rofresh Parameters -

Parameter

Value

Wiring Mode oz

cn2 3@

en 10002

CTN Value 2

P12 4000000067
P11 400.000006 7
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Chapter 9: Digital Inputs

The Aculink 810 has eight (8) digital input (DI) channels. Each digital input can be used as an input
pulse counter or a digital status monitor.

Each channel has two terminals, a DI terminal and a DI COM terminal. The digital input channels
are dry contact inputs, meaning that a voltage supply is required to generate a pulse or digital
status.

The image below shows a closed circuit on digital inputs 1 and 6. The positive output is connected
to the DI1 and DI6 channel inputs and negative output is connected to the DI1-COM and DI6-COM
common input respectively.

s £

00O O OO O OO O OO0 O

QOO0000O0 OOO?OOOO 00000000

| I

+ | - + | -
Water Meter Pulse Energy Meter Pulse
Output Output

On the Aculink 810 web interface, the Digital Inputs connected are shown as seen below. The
Accumulate column represents if the DI channel is configured for Pulse or Digital Status; if the box
is checked the channel is pulse and if unchecked it is status.
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AcuLink 810 Gateway ® Logout  Monday, December 4, 2023 4:31PM @ About
Dalog  SysemSettings  Protocols  Tempates  Mantenance  Diagnestis
Dashboard . Digital Input
arm ogs
o) et
Modbus Deices
e Digital Input. Description Count. Multiplier Reading Unit Status Type
MBus Devices. Digital Input 1 Channel 1 15 10.000 150.000 P = Counter
el puts
DigtalInput 2 Channel2 > 5000 10000 s . Counter
Vit Devces
Digital Input 3 Channel 3 - - - - OFF Status.
Digital Input 4 Channel 4 = 1.000 0.000 - - Counter
Diga It 5 Crannets : 1000 0000 : . ounter
Digital Input 6 Channel 6 1.000 0.000 - - Counter
Digital Input 7 Channel 7 - 1.000 0.000 - - Counter

Users can switch between pulse counter and digital status by enabling the Manual Edit slider.
The digital input channel settings can also be modified, details such as the channel description,
count, multiplier, and unit can be configured.

NOTE: If the user manually edits DI, all changes must be saved for them to take effect.

Aculink 810 Gateway © Logout  Wednesday, May 12,2021 242PM @ About Aculink 810 ACTUSNERGY
Detalog  SystemSettings  Protocols  Templetes  Maintenance  Diagnostics
Digital Input
<
€ Manual Edit
Digital Input ~ Description Count Multipier Reading  Unit Accumulate
Digital Input ) B | oo [
1
Masimar 40 ange 0 204967295 Range:0001- 100000
DigitalInput o P | o000
2
Rangei0- 4204967295 Range:0001 - 100000
Digital I0Wt  Crannei 3 o 1000 0000
3
[ Range:0- 4204967295 Range:0001 - 100000
[T S p—— o 100 0000 o
s (fomSats
Range:0001 - 100000 Masimur 20 rarciers
Digita Input 1000 0000 o
s
Range:0001 - 100000
DigitalInput 1000 0000 L]
6
Range:0001 - 100000
Digial VW Channe 7 o 1000 0000 L]
7
Voo 80 rascers Range:0 - 4234357295 Range:0001 - 100000
Digita 10U Chanel 8 o 1000 0000
8
Masmam 40 haraces Ranger0 - 238357295 ange 0001 - 1000 [resm———

When the Manual Edit slider is enabled, the user can manually configure each digital Input’s
Description, Count, Multiplier, Reading, and Unit, respectively.

If the user manually edits DI, all changes must be saved for them to take effect.
9.1 Device Alarm

To configure over/under alarms in the Aculink 810, users must log in with administrative access.
Alarms can be added to all devices including Modbus, BACnet and MBus devices.
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Aculink 810 Gateway
m Datalog  SystemSetings  Protocols  Templates  Maintenance  Diagnostics
- , Modbus Devices
AamLogs
P AddDevice | Search Devico e
BACnet Devices Device Name Interface Protocol Serial Number Status Alarms Action
Weus Dovices
AHB22070452 RS485. Modbus RTU AHB22070452 G OFF o L}
Dt puts
Virtual Devices E3T16090972 RS485 Modbus RTU E3T16090972 o J ]
E3T18102365 RS485 Modbus RTU E3T18102365 OOFF o ]
E3T19052339 RS485 Modbus RTU E3T19052339 o o ]
E3T19055068 Mesh Modbus RTU E3T19055068 o J ]
EHM19100047 RS485 Modbus RTU EHM19100047 O OFF o L]
AcuLink 810 Gateway
Datalog  SystemSettings  Protocols  Templates  Maintenance  Diagnostics
e  Modbus Device - E3T19052339
AAlarm Logs —
VT Reading | Alarm ‘ Configuration
BACnet Davices
Add Alarm
MBus Devices
Digital Inputs Label Parameter Min Max Value Status Action
Virtual Devices
No Data

To create a device alarm, users need to select the device from the Devices page, then select the
Alarm menu tab. Click the “Add Alarm” button to be redirected to the following page to configure.

Label: Users can configure the label for the alarm.

Parameter: Select the Parameter you wish to monitor for over/under limit.

Minimum: Enter the minimum value the parameter should be at in the ‘Min Value' field. Any value
lower than the minimum value will trigger the alarm.

Maximum: Enter the maximum value the parameter should have before it triggers the alarm in

the ‘Max Value' field.

Click on the Save button to create the device alarm.

NOTE: Alarms are scanned every minute, if there is a change in data a couple seconds apart the AcuLink
810 may not be able to register the alarm.
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Aculink 810 Gateway
Deshtomd  Modbus Device - E3T19062339
Aarm Logs

oy e Reading | Alarm | Configuration

BACnet Devices.

Add Alarm

MBus Devices

DigitalInputs Device Status Alarm
Virtual Devices -

Frequency

Maximum 40 characters
Parameter*

Frequency

Min Value

5

Range: 2147483648 - 7147483647
Max Value

65

Range: -2147483648 - 2147483647

@

Once the alarm has been configured, it will appear in the Parameter list under the Alarms menu
tab. This page will give you a summary of the alarm by letting the user know the alarm maximum
and minimum values, the parameter alarm mode and the status of the alarm. Users can delete
the alarm and reconfigure the alarm setting under the Action column.

If the parameter is in alarm mode, the value will be displayed in red, and the Alarm status will
show a red caution symbol. The AculLink 810 will also display when devices are in alarm mode
from the Dashboard as well as the Devices page.

AcuLink 810 Gateway
bebied , Modbus Device - EST19052339
Aarm Logs

VT Reading | Alarm | Configuration
BACnet Devices
Add Alarm
MBus Devices
Digital Inputs Label Parameter Min Max Value Status Action
Virual Devices

Current Phase A Line Current 20 25 18602 . Z@
Dashboard . Dashboard
Alarm Logs N X
Offline Devices
Modbus Devices
—— Device Name Interface Protocol Serial Number
MBus Devices AHB22070452 RS485 Modbus RTU AHB22070452
Digital Inputs
E3T18102365 RS485 Modbus RTU E3T18102365
Virtual Devices
EHM19100047 RS485 Modbus RTU EHM19100047
Alarms
Device Name Alarms Interface Protocol Serial Number
E3TI9052339 1 RS485 Modbus RTU £3T19052339

Up since Thursday, February 8, 2024 9:24 AM
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Chapter 9: Digital Inputs

9.2 Alarm Log

When the alarm is triggered, the user will be able to see the triggering detail under the Alarm Log
page.

From here users can search and filter all device alarms by entering in the interval, serial number
and monitor ID into the search criteria. Click on the Reset button to clear the filtered search.

AcuLink 810 Gateway

Dashboard  Alarm Log

Alarm Logs
Interval Serial Number Monitor ID

Modbus Devices

I Enter Interval Enter Serial Number Enter Monitor ID

MBus Devi

Digital Inputs

e Timestamp Monitor ID  Device Name ~ Serial Number Monitor Label ~ Parameter Status Min Max Value Reason

02 = .

2024-02-12 1 £3T19052339 E3T19052339  Current JEEORED A 20 25 18602 UNDERFLOW
1:46:27 Current/ A
2024-02:12 1 E3T19052339 E3T19052339  Current Phase A Line A 1 5 18835 OVERFLOW
11:46:10 Current/ A
Previous n Next  10page B

9.3 Email Alarm Notifications

The AculLink 810 can send emails based on reports or if there is an alarm event. To configure the
Aculink 810 to send emails, log into the Aculink 810 web interface with administrative access.
To configure the alarm emails, users need to click on the System Settings menu tab and select
Email.

The user must first configure their email server and details for the gateway to send the emails.
Email Server: Enter the SMTP Server for the email account.

Email Port: Enter the outgoing port number the SMTP uses to send emails.

TLS/SSL: Users can choose to turn on or off the TLS encryption, or keep it on auto.

Sender Name: Enter the name of the email sender.

From Email Address: Users can specify the email address from the email receiver.
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Username: Enter the email address for the email's authentication.

Password: Enter the password for the email address in Username.

Click on the Save button once all settings are configured.

Devices Data Log System Settings Protocols

Date & Time
Network

Remote Access

Email

Alarm notification

User Management
Certificate Management
Whitelist

Configuration Management

Firmware Update

Templates Maintenance Diagnostics
Email Configuration
<
Email Server Email Port
smtp.gmail.com 587

Must be valid ip or domain

TLs/SsL®
© Auto () On () Off

Sender Name
Simon

Maximum 40 characters

Username

zihaochen442@gmail.com

Maximum 40 characters

Range: 1 - 63535

From Email Address

zihaochen442@gmail.com

Password

Maximum 40 characters

Next, configure the alarm notification settings for the email addresses recipients when the alarm
is triggered. This can be done by clicking on the Alarm notification hyperlink from the left menu.

Enable the alarm notification and configure the following:

Recipients 1 to 3: Enter the name of the email address in the Email Recipient fields. There can be
a maximum of three email recipients.

Email Interval: Select the email interval, by default it is five minutes, the range is from 1 to 10

minutes.

Click the Save button to confirm the settings. Users can test the emails by clicking on the Test
Emails button, this will let the user know if the AcuLink 810 can reach the emails listed in the
recipients list or not. If successful a test email will be received.

If emails were configured for alarm events, an email notification will be sent to the recipients.

AcuLink 810 Gateway

Devices  Datalog [EEYSCUSTIETNN  Protocols

Date & Time ‘ Alarm Notification Configuration
Network
Enable*
Remote Access
© Enable ) Disable
Email
Alarm notification Recipient1
User nacun.
Certificate Management }
Email Interval
Whitelist
Configuration Management s
Range: 1-10
Firmware Update
M V: 2.1.0 Revised: February 2024

Templates

Maintenance  Diagnostics
Recipient 2 Recipient 3
Enter Recipient 2 Enter Recipient 3

mins
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Chapter 10: Data Logging

10.1 Data Loggers

The Aculink 810 supports data logging to its 8 GB of internal memory. When the memory has
reached full capacity the first data log entries will be overwritten with the latest entries.

The Aculink 810 has three data loggers, where the user can either save device data to its internal
memory as well as post the data to an external HTTP/FTP server. The three data loggers allow
users to configure different types of loggers with different logging intervals, log file formats, and
other settings as desired.

To configure the AcuLink 810 to log the device data click on the Data Log menu tab and select
Data Loggers.

- Data Log Enable: Select Enable to Enable the data log.
+ Post Channel: Select the Post Channel from the drop-down list:
+ None: AcuLink 810 will log and store the data on its memory.
-+ Post Channel 1/2/3: AcuLink 810 will log and push the data to the configured post
channel. Users will not be able to select the post channel if it is disabled.

+ Timestamp Format: Select the format for the timestamp for the data that is logged. The
format for the timestamp can be based on the Local Time, UTC Seconds or based on
ISO8601 format.

+ Log File Name Format: Select the format for the log file name for the data that is logged.
The format for the log file name can be based on UTC Timestamp or Time interval format. An
example of each file name format is shown next to each setting.

- Log File Format: For users sending external data to HTTP or FTP servers they have the
option to select the type of file format for the log files. The two formats are CSV and JSON.

NOTE: The log data is saved directly to the AcuLink 810 memory, and the CSV file will be created when
downloading the log. JSON is only supported when posting the log file to an HTTP or FTP server.

+ Log Interval: Select how frequently the module will log data to the file from the drop-down
list. The logging interval can be from one minute to one month. For logging intervals faster
than one minute please see Rapid logger in section .10.1.1 of the user manual.

- Log File length: Select the length of the log file, it can be from one minute to one month.
The log file length is in reference to the post channels sending interval, for example if the
log interval is one minute and the log file length is five minutes the log file will be sent to the
external server every five minutes. If the user is only configuring the logger to save data on
the Aculink 810's internal memory the log file length setting is irrelevant and can be ignored.
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NOTE: The log interval must be less than or equal to the log file length.

Log File Name Prefix: Provide a name for the log file which will be appended to the
beginning of the log file. By default, logger1 will be appended to the beginning of the log file.
If configuring data logger2 the default name prefix is logger2, and if configuring data logger3
the default name prefix is logger3.

- Select the type of devices to log the data. Users have the option to log Modbus, BACnet, and
MBus devices.

When all the settings are entered correctly, click on the Save button.

NOTE: For more information on downloading and deleting the data logs, please refer to the 'Data
Management' section of this user's manual.

AcuLink 810 Gateway

Devices [MDECYRLEN  System Settings  Protocols ~ Templates  Maintenance  Diagnostics

T ‘ Data Logger Configuration

Post Channels

Jreacin Datalogger1 | Datalogger2 — Datalogger3  Rapid Logger

Data Log Management

Data Logger 1 Enable*

Post Historical Data O Enable O Disable

Post Channel
- Select Post Channel -- s

Log File Name Format*

UTC Timestamp eq. logger1-AN10000001-1551741960-1min.csv

Log File Format Log File Name Prefix

json s logger1

Maximum 20 characters
Include description and unit
Log File Length Log Interval*

1 minute s 1 minute B

Devices
Currently selected 5 devices.
Enable Log Digital Inputs

10.1.1 Rapid Logger

The AcuLink 810 supports the rapid logging function for Modbus devices using the serial RS485
port, where the user can log data at intervals as fast as one second.

Rapid Data Logger Enable: Select Enable to begin the rapid logging function.

Post Channel: Select the Post Channel from the drop-down list:
None: AcuLink 810 will log and store the data on its memory.
Post Channel 1/2/3: AcuLink 810 will log and push the data to the configured post
channel. Users will not be able to select the post channel if it is disabled.
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- Timestamp Format: Select the format of the timestamp for the data that is logged. The
format for the timestamp can be based on the Local Time, UTC Seconds or based on
ISO8601 format. An example of each time format is shown next to each setting.

Log File Name Format: Select the format of the log file name for the data that is logged.
The format for the log file name can be based on UTC Timestamp or Time interval format. An
example of each file name format is shown next to each setting.

Log Interval: Select how frequently the module will log data to the file from the drop-down
list. The logging interval can be from 1-second to 30-seconds.

Log File Length: Select the length of the log file, it can be from one minute to one month.
The log file length is in reference to the post channels sending interval, for example if the

log interval is one minute and the log file length is five minutes the log file will be sent to the
external server every five minutes. If the user is only configuring the logger to save data on
the Aculink 810's internal memory the log file length setting is irrelevant and can be ignored.
Log File Name Prefix: Provide a name for the log file which will be appended to the
beginning of the log file. By default, the prefix for the rapid logger is loggerRapid.

Devices: The user can select the device for the rapid logger.

NOTE: Only Modbus devices connected via RS485 can be logged using the Rapid Logger.

Aculink 810 Gateway

Devices [MGEIYEVIN  SystemSettings  Protocols ~ Templates  Maintenance  Diagnostics

G Data Logger Configuration
ata Loggers N
Post Channels
e Datalogger1 Datalogger?  Datalogger3 | Rapid Logger
CLCE I Supports rapid logger or rapid matt poster
Post Historical Data Rapid Data Logger Enable*

O Enable ® Disable

Post Channel

Select Post Channel -

Timestamp Format*
© Local Time String e
UTC Seconds es. N
1SO8601 Format g

5ed since 1970-01-01 00:00:00 Coordi

Log File Name Format*

UTC Timestamp e logger1-AN10000001-1551741960-1
© Time interval Format eg. logger1-AN10000026-2019-03-

23-56-000000-Tmin.csv

Log File Format Log File Name Prefix

Log File Length Log Interval®

1 minute B 1

Devices
Currently selected 2 devices

Enable Log Digital Inputs
Modbus.

@ E3r 16090972 E3T #E3T18102365 E3T19( HET19
EHM19100047 #EHM19100047
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10.2 Post Channels

The AcuLink 810 supports three Post Channels that will allow users to post device data to external
HTTP/FTP/SFTP servers. To configure the HTTP/FTP/SFTP data forward from the web interface click
on the Data Log menu tab and select Post Channels from the left side menu.

To configure the post channels, users need to select the corresponding Post Channel 1/2/3 tabs.
10.2.1 HTTP Post Method

The HTTP post method allows the user to post meter data to an HTTP/HTTPS server.

Post Channel Enable: Select Enable to enable the post channel data forward.

Post Method: Select HTTP/HTTPS from the drop-down menu.

Post Name Fixed: Select 'Yes' or ‘No' to enable a fixed post name, if yes is selected enter the post
name. There is a maximum of forty (40) characters allowed for the fixed post name.

HTTP/HTTPS URL: Select either the HTTP or HTTPS protocol from the drop-down menu before
entering in the URL. Next, enter in the URL of the server.

HTTP/HTTPS Port: Enter the correct port for the HTTP server.
HTTP/HTTPS Meter ID: Enter in the meter ID.

Once the settings are entered correctly click on the Save button. After the settings are saved,
users can use the Test Post Channel button to test whether the Aculink 810 can successfully
reach the HTTP/HTTPS server.

NOTE: If users receive a failure message, please verify the server URL, port number, and double-check the
network connectivity.

NOTE: If the AculLink 810 loses its network connection the gateway can back up 3,000 post files on its
internal memory. After 3,000 post files the data will start to overwrite from the oldest post file. Users can
clear the cached post files by using the Clear Post Channel Logs button.
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AcuLink 810 Gateway

Devices [MOESIRSMN  SystemSettings  Protocols  Templates  Maintenance  Diagnostics.

Post Channel Configuration
<

Post Channel 1 | Post Channel 2 Post Channel 3

Post Channel 1 Enable*
© Enable  Disable
Post Method*
HTTPHTTPS
Post Name Fixed*
Yes O No
Post File Name
Enter Post File Name
Maximum 40 characters
Need Authorize*
Yes O No

HTTP/HTTPS URL HTTPJHTTPS Port
(TR 18.188.85.147:8000/post 8000

Must be vald p o domain Range:1- 65535
HTTP/HTTPS Meter ID

&

imum 40 characters
Include Header*
Yes O No

Test Post Channel Clear Post Channel Logs

10.2.2 FTP Post Method

The FTP post method allows the user to post meter data to an FTP server.
Post Channel Enable: Select Enable to enable the post channel data forward.
Post Method: Select 'FTP' as the protocol.

FTP URL: Enter in the FTP URL.

FTP Port: Enter the FTP port number.

FTP Username: Enter the username credential to access the FTP server.

FTP Password: Enter the password credential to access the FTP server.

Once all settings has been entered correctly, click on the Save button. Users can use the Test
Post Channel button to determine whether the AcuLink 810 can reach the FTP server.

NOTE: If users receive a failure message, please verify the server URL, port number, username, password
and double-check the network connectivity.

NOTE: Like the HTTP posting method, if the AcuLink 810 FTP loses its network connection the gateway
can back up 3,000 post files on its internal memory, after 3,000 post files the data will start to overwrite
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from the oldest post file. Users can clear the cached post files by using the Clear Post Channel Logs
button.

Aculink 810 Gateway @ Logout  Monday, December 4, 2023 408 PM

Devices [EESCIYRNEM  system Settings  Protocols  Templates  Maintenance  Diagnostics

Post Channel 1 Post Channel 2 | Post Channel 3

Data Loggers

FesGizTiE5 Post Channel 3 Enable*
AcuCloud © Enable () Disable
Data Log Management Camnot be disabled This Fost Channel s used by Data Logger 3
Post Historical Data Post Method*
FTP 3
FTP URL FTP Port
Tt/ | 18.188.85.147 1002
Must be vl p or domain Range: 1- 65535
FTP Username FTP Password
admin e =
Maximum 40 characters Masimum 40 characters

Test Post Channel  Clear Post Channel Logs

10.2.3 SFTP Post Method

The SFTP post method allows the user to securely post meter data to an FTP server.

Post Channel Enable: Select Enable to enable the post channel data forward. Post Method:
Select 'SFTP' protocol.

SFTP URL: Enter in the FTP URL.
SFTP Port: Enter the FTP port number.
SFTP Username: Enter the username credential to access the FTP server.

SFTP Password: Enter the password credential to access the FTP server.

Aculink 810 Gateway @ Logout  Monday, December 4, 2023 4:09 PM

Devices [EUCEYRSMM  System Settings  Protocols  Templates  Maintenance  Diagnostics
Post Channel 1 Post Channel 2 Post Channel 3
Data Loggers <

(e G Post Channel 2 Enable*
fecoud © Enable () Disable
Data Log Management Cannot b disabled. This Post Channel i used by Data Logger 2
Post Historical Data Post Method*
SFTP :
SFTP URL SFTP Port
sftpy// | 18.188.85.147 11121
Must be vald p or domain Range: 1 - 65535
SFTP Username SFTP Password
admin | [ eeseeeme ®
Maimum 40 characters Masimum 40 charscters

Test Post Channel  Clear Post Channel Logs
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10.3 Downloading Data

Under the Data Log menu tab, the user has the option to download data that has already been
logged. Click on Data Log Management from the left side menu to configure the Download Log

page:

Device: The user can select the device to download data from.

Log Interval: The user can choose the interval from which to download.

Download: Click the Download button to download the selected file from the device as a
CSV file format.

Data Log Management
<

Download Log

Device®

ESTIO0S2339 - ESTIS2539 (Modbus Device) &

Logged from 2024-C2-09 to 2024-02-12
Time Frame.

2024-02-09 - 2024-02-12

Log Interval*

Download

DeloteLog

Device®

Delete

The user has the option to delete previously stored logs.
Device: The user can select the device to erase data from.

Delete: Click the Delete button to erase all data from the device selected.

Delete Log

Device*

— Select Device — +

10.4 AcuCloud

This section will provide instructions on connecting the Aculink 810 gateway device to the
AcuCloud EMS software to allow select devices connected to the gateway to send data to the
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software. This process requires the user to have an existing AcuCloud account, if the user does
not have an account, they can sign up for AcuCloud directly on our website at: https://www.

accuenergy.com/acucloud

This procedure requires users to add the gateway to the software in which a token will be
generated through AcuCloud and will act as verification when sending data from the gateway.
Finally, this generated token will be used to configure the gateway from the AcuLink 810 web
interface.

Once the token has been successfully added, the user will be able to monitor, compare and trend
the data from devices connected to the gateway.

NOTE: Only Modbus devices connected to the AcuLink 810 can be posted to AcuCloud.

Under the Data Log menu tab select AcuCloud from the left side menu to access the AcuCloud
Configuration page. The user then will first need to select Enable under AcuCloud Enable.

+ Then copy the Module Serial Number that appears below.

Aculink 810 Gateway. © Logout  Monday, December 4, 2023 4:18 PM

 AcuCloud Configuration i o scucioss

Acucloud Enable”
© Enable () Disable

Module Serial Number

$8919071233 Copy

AHIB101694 #AH1B101694 AHB22093401 #AHB22093401 (] E3T19055068 #E3119055065 EHM22101075 SEHM22101075
Log Interval Log File Length

S minotes B 5 minutes

Test AcuCloud  Clear AcuCloud Post Logs

-+ Next, the user will need to login to AcuCloud with administrative access in order to add the
devices.
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A[[[L-'Av_ai}' . & SuperAdmin fHome PHep = &
s awsse Accuenergy-Dev e RY-Dev
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@ o
B

@ &

Facilities Devices Users
wwwww of 24 footes.  Totlof 127 devices.  Totaof Users.

- Adding a new device can be done under the Facilities menu tab by selecting the desired
facility and clicking on the Devices menu tab.

ALCUENZRGY PRS- G 7&‘_;“;
A IR v e M
& Facilities in Accuenergy-Dev
i e
& ke o s
" :
e - :
B s ow :
B o : ,
v [ | R P
@k T0rpge | Goto0

Clicking on the + New Device button, the details need to be entered:

- Select the name of the facility in which the device will be added from the Facility drop-down
list.

+ Select the AculLink 810 from the Choose a Model drop down list.

- Select This is a gateway Device box.

- Provide a name for the device under Device Name.
Paste the serial number that was copied from the AculLink 810 web interface under the Serial
Number field.

- Provide a description for the location of the device under Location.

+ Click the SUBMIT button.
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Once the gateway has been successfully added, a token will be returned on the ensuing page. The
user will need to copy the token as it will be used in the next step to configure the gateway to
send its data to AcuCloud.

ALCUENERGY . o s st P

% Add Device - Accuenergy-Dev

g o

Go back to the Aculink 810 web interface and paste the token that was generated into the
AcuCloud Token field.

- Click the Save button.
+ Then click on Test AcuCloud button to see if the AculLink 810 can reach the AcuCloud server.

NOTE: If the test connection fails, please check the network settings of the AculLink 810 and make sure
the AcuCloud URL and token was entered correctly.

Acuink 10 Gateway O Logout  Manday, February 12,2024 15 PM @ About  Aculink 10 ACCIENSREY

. AeuCloud Configuration

Acucoud Enatle”
© trae  Disate

Modle Sail Number

e
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The Aculink 810 gateway is now successfully configured to report to the AcuCloud EMS software.
Once a report is created in the AculLink 810, the report for the devices will be posted to AcuCloud.

Check to see if AcuCloud is receiving data from the gateway by going to the Devices page in
AcuCloud and observing whether the name of the selected devices from the gateway appear in
AcuCloud with a Last Received Data timestamp as seen below.

ACCUENERGY ... v e P T

Devices in Accuenergy-Dev

OB O

.............................

]

b m o e 8

10.5 Post Historical Data

The Aculink 810 supports user to post logged data to their server in the scenario that Aculink
810 is configured to log data, but the post channel is not yet setup or configured. User can select
time frame and interval they need for the logged data to repost to their server.

To configure the Post Historical Data page, users need to select the corresponding tab.
Post Channel: Select the Post Channel from the drop-down list.
Post Channel 1/2/3: AcuLink 810 will push the data to the configured channel.

AcuCloud: AculLink810 will push data to Cloud and only time frame can be selected, all other
settings will be default if this post channel is selected.

+ Device: Select the device for the data that user would like to push to AcuCloud.

-+ Time Frame: User can select the time frame for data they would like to push to the server.

- Timestamp Format: Select the format of the timestamp for the data to be pushed. The
format for the timestamp can be based on the Local Time, UTC Seconds or based on
1ISO8601 format.

- Log Filename Format: Select the format of the log file name for the data that to be pushed.
The format for the log file name can be based on UTC Timestamp or Time interval format. An
example of each file name format is shown next to each setting.
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- Log File Format: Users have the option to select the type of file format the log file is pushed
as. The two formats are CSV and JSON.

- Log File Length: Select the length of the log file, it can be from one minute to one month.
The log file length is in reference to the post channels sending interval, for example if the
log interval is one minute and the log file length is five minutes the log file will be sent to the
server every five minutes.

- Log Interval: User can select the frequency of the data pushed in the drop-down list. The
minimum interval is five minutes for AcuMesh device and interval must not be shorter than
the log file length.

Post Channel*
Data Loggers

Post Channel 1 B
Post Channels
AcuCloud Device*
Data Log Management E3T10056118 - E3T19056118 (Modbus Device) B

Post Historical Data
Logged from 2023-11-27 to 2023-12-01

Time Frame
2023-11-27 - 2023-12-01

Timestamp Format"

© Local Time String e5. 2017-01-0110:00
UTC Seconds eg. Number of seconds that have elapsed since 1970-01-01 000000 Coordinated Universal Time:
1508601 Format eg. 2017-01-01T10:00-0500

Log File Name Format*

UTC Timestamp eg. logger1-AN10000001-155T741960-rmin.cov
© Time interval Format eg. logger1-AN10000026-2019-03-04T23-56-000000- 1min.csv

Log File Format* Log File Name Prefix

= + Enter Log File Name Prefix

Maximum 20 characters.
Log File Length* Log Interval*

1 minute s 1 minute s

Note: Must not be shorter than 5 minutes if you selected
AcuMesh Modbus Device
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Chapter 11: Network Diagnostics

The AcuLink 810 network diagnostics page can be used to monitor the status of the gateway

device.

In the Network Status page under Diagnostics the menu tab, users can check the Ethernet
Network, Routing Table, DNS Server, and Network Status.

NOTE: To check the Wi-Fi Network Status, the AcuLink 810 must be configured for Station Mode.

Aculink 810 Test

Devices  Datalog  System Settings

Network Status

RSTP Status
Host Lookup
etho
Connection Test
NTP Sync Test
Modbus Debug Log
Mbus Log
Debug ethl
1o
tuno
ulane

® Logout

‘ Network Status

Ethernet Network

Link encep:Ethernet Hiaddr ec:c3:80:21:0d:a9
UP BROADCAST MULTICAST MTU:1560 Metric:l

RX packets:@ errors:® dropped:0 overruns:0 frame:d
TX packets:0 errors:0 dropped:® overruns:@ carrier:@
collisions:e txqueuelen: 1000

RX bytes:@ (0.0 B) TX bytes:@ (0.8 8)

Link encap:Ethernet Hiaddr ec:c3:8a:21:0d:aa
inet addr:192.168.60.48 Bcast:192.168.63.255 Mask:255.255.252.8
UP BROADCAST RUNNING MULTICAST MTU:1569 Metric:l

RX packets:10605774 errors:o dropped:622772 overruns:@ frame:@
TX packets:2366905 errors:@ dropped:@ overruns:@ carrier:@
collisions:@ txqueuelen: 1000

RX bytesi923470278 (580.6 MiB) TX bytes:1424107652 (1.3 GiB)

Link encap:Local Loopback
inet 2ddr:127.0.0.1 Mask:255.0.0.8

UP LOOPBACK RUNNING MTU:65536 Metric:l

RX packets:147582 errors:@ dropped:® overruns:@ frame:o
TX packets:147862 errors:® dropped:@ overruns:o carrier:@
collisions:0 txqueuelen:1

RX bytes:61349285 (58.5 MiB) TX bytes:61349285 (55.5 MiB)

Link encep:UNSPEC Huaddr
inet addri10.1..54 P-t-P:10.1.0.54 Mask:255.255.0.0
UP POINTOPOINT RUNNING NOARP MULTICAST MTU:1560 Metric:l
RX packets:9940 errors:0 dropped:@ overruns:0 frame:0

TX packets:11219 errors:0 dropped:@ overruns:@ carrier:0
collisions:0 txqueuelen: 500

RX bytes:1533277 (1.4 MiB) TX bytes:8801390 (8.3 HiB)

Link encap:Ethernet Hiaddr 00:25:ca:84:e8: 6

Refresh Network Status
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AcuLink 810 Test

inet addr:127.0.0.1 Mask:255.0.0.0
Network Status UP LOOPBACK RUNNING MTU:65536 Metric:1

RX packets:147802 errors:@ dropped:@ overruns:o frame:0
RSTP Status TX packets:147802 errors:0 dropped:@ overruns:@ carrier:o
. collisions: . )

RX bytes:61349285 (58.5 MiB) TX bytes:61349285 (58.5 Mis)
Connection Test
o Link Hiaddr
RIES/ACTEs inet addr:10.1.0.54 P-t-P:10.1.0.54 Mask:255.255.0.0
Modbus Debug Log UP POINTOPOINT RUNNING NOARP HULTICAST HTU:1500 Metric:
RX packets:9940 errors:0 dropped:@ overruns:® fram
Mbus Log TX packets:11219 errors:@ dropped:® overruns:d carrierid
s collistons:0 taqueuelenssoo )
RX bytes:1533277 (1.4 MiB) TX bytes:8801390 (8.3 Mis)
wlane 54:e8:64
UP BROADCAST RUMKING MULTICAST HTU:1500 Hetric:l
13385 overruns: frane:0
: dropped:0 overruns:0 carrier:
collisions:® txquevelen:1000
RX bytes:2003159 (1.9 MiB) TX bytes:389384 (380.2 Ki8)
Routing Table
Kernel 1p routing table
Destination  Gateway Genmask Flags Metric Ref  Use Iface
0.0.0.0 192.168.63.1  0.0.0.0 w 0 o 0 eth1
10.2.0.0 0.0.0.0 35.255.00 U o o o tune
192.168.60.0  0.0.0.0 255,520 U 250 0 0 ety
192.166.100.0 0.0.0.0 2352552550 U o o 0 wland
DNS Server
nameserver 6.8.8.8
nameserver 8.8.4.4
Refresh Network Status
Aculink 810 Test
Devices Data Log System Settings. Protocols Templates Maintenance
Network Status N
RSTP Status
Host Lookup Wlad  Link encopiEthernet Hiiaddr 00:25 esied
inet addr: ¥ k:
Connection Test UP BROADCAST RUNNING MULTICAST MTU:1508 Metric
NTP ync Test R packets:26240 errors:o dropped:3385 overruns:o frs
TX packets:2537 errors:0 dropped:o overruns:o carrie
Modbus Debug Log collisions:0 txquevelen:1000
R bytes:2003159 (1.9 MiB) TX bytes:389364 (380.2 Kis)
Mbus Log y ¢ ) T by ¢ )
Debug
Routing Table
Kernel 1P routing table
Destination  Gateway Genmaskc Flags Metric Ref  Use Iface
192.168.63.1  0.0.0.0 w o ethy
10.2.0. 0.0.0.0 ssass.00 U o o o tune
192.168.60.0  0.0.0.0 assassas20 U 20 @ o ety
192.168.100.0  0.0.0.0 ssassass0 U o o o wlane
DNS Server
nameserver 8.8.8.8
nameserver 8.8.4.4
Network Stat
Active Internet comections (servers and estoblished)
Proto Recy-Q Send- Local Address Foreign Address State
<ep o s0.0.0.0:1% 0.0.0. ursten
<ep o 0.0. ursten
cep o 0.0. ursten
tep e o001 o.0. ursten
tp © 0192165100153 . ursten
Refresh Network Status
Q V: 2.1.0 Revised: February 2024

® Logout  Monday, December 4, 2

® Logout  Monday, December 4, 2023 11:01 A
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Chapter 11: Network Diagnostics

Aculink 810 Test © Logout  Monday, December 4, 2023 11:02 /

Devices  Datalog  SystemSettings  Protocols  Templates  Maintenance

Network Status < Network Stat

RSTP Status
Active Internet connections (servers and established)

Host Lookup Proto Recy-Q Send-Q Local Address Foreign Address state
Comection Test tep o 00.0.0.0:199 0.0 LIsTeEn
tep e o 0.0 LIsTen
NTP Sync Test ep e o 0.0 LIsTeEn
p o o 0.0 LIsTen
Modbus Debug Log Pt PR 0.0 LIsTEN
sl tep o o o.0 LIsTEN
tep o o 0.0 LIsTEN
Debug <p e o 0.0 LIsTEN
tep e o 0.0 LIsTEN
tep e o 127, TIHE AT
tep e o 127, TIMEATT
tep e o ESTRBLISHED
tep o o TIME AT
tep o o TIME_ATT
tep e o ESTABLISHED
tep e o TIHE_ATT
tep e 1 Sv_sent
tep e o TIHE_ATT
tep e o TIHE_WATT
tep e o TIHE AT
tep e o TIHE_WATT
tep e 1 sv_sent
tep e o TIHE A
tep e o ESTABLISHED
tp o o ESTABLISHED
udp. o o
udp o o
udp o o ESTRBLISHED
udp o ESTRBLISHED
udp o
udp o
udp o
Refresh Network Status

In the RSTP Status menu tab, users can check the status of the Rapid Spanning Tree Protocol, if it
is being used for the topology of the Ethernet network.

Aculink 810 Gatoway © Logout Monday, February 12,2024 118PM @ About  Aculink 810 ALZUENSHEY.

Network Status , RSTPStatus
RSTP Status

Bridge Status
Host Lookup.

Ctl_client_init: Couldn't comect to server
Connection Test

TP Syne Test Port Status

Madbus Debug Log Ctlclient_inits Couldn't comect to server

Mbus Log

Debug

In the Host Lookup menu tab, users can use the ping function to check if the AcuLink 810 can
communicate over the connected network.

A[[U_-‘v_-?ﬁy V:2.1.0 Revised: February 2024 E
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Aculink 810 Gateway

R  Host Lookup

RSTP Status
Name of system or domain to lookup.

Host Lookup
Connection Test 8388

NTP Sync Test nsiookup @ ping () traceroute
Modbus Debug L

odbus Debug Log g
Mbus Log

PING 8.8.8.8 (5.8.8.8) 56(84) bytes of data.

Debug

64 bytes from 5.8.8.8: dcap_:
64 bytes from 5.5.8.5: 1
64 bytes from 5.5.8.5: 1
64 bytes from 5.8.5.8: dcap L
64 bytes from 8.5.8.8: ic

-~ 8.8.5.8 ping statistics
5 packets tranmitted, S d, 0% packet loss, time 4006ms
rtt min/avg/mex/mdey = 13.738/14.975/16.728/1.090 ms

© Logout  Monday, December 4, 2023 3:31 PM

In the Connection Test menu tab, users can test the local network connection of the AculLink 810.
The test will show 'SUCCESS' and ‘PASS' if the network test is successful. Otherwise, the test will

show ‘FAIL" if network issues are found.

‘Aculink 810 Gateway.

Devices Dialog  Sysemsetings  Protocols  Tempiates  Maitenance

otk S  Connection Test

RSTP Status

HostLookup

Gonnection Test In the process, these tests.
TP Syne Tost Connection Result

Modbus Debug Log @ Loop Back Address &

st e

Debug PING 192.168.63.1 SUCCESS

sous 1w
PING 8.8.8.8 SUCCESS

PING 8.8.4.4 SUCCESS.

TEST CONPLETE 474 PSS

©Logout  Monday, February 12,2024 118 PM @ About  Aculink 810 ACTUEMSGY

In the NTP Sync Test page, users can determine if the Network Time Protocol is functioning

correctly, as seen below.

E V: 2.1.0 Revised: February 2024
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Chapter 11: Network Diagnostics

Aculink 810 Gateway

Devices  Datalog

Network Status
RSTP Status

Host Lookup
Connection Test
NTP Sync Test
Modbus Debug Log
Mbus Log

Debug

NTP Sync Test
<

NTP Sync

4 Dec 15:33:37 ntpd[20779]: ntpd 4.2.8p1081.3728-0 Thu Jul 26 19:52:28 UTC 2018 (2): Starting
4 Dec 15:33:37 ntpd[20779]: Command line: ntpd -dgq
4 Dec 15:33:37 ntpd[20779]: proto: precision = 2.008 usec (-19)
Finished Parsing!!
restrict: op 1 addr 0.0.0.0 mask 0.0.0.0 nflags 00000000 flags 09000SF0
restrict: op 1 addr 127. mask 255.255.255.255 mflags 09000000 Flags 00000000
restrict source template mflags 4000 flags 1co
restrict: op 1 addr (null) mask (null) mflags 00004000 flags 000001co
move_fd: estimated max descriptors: 1024, initisl socket boundary: 16
: Listen and drop on @ vawildcard 0.0.0.0:123
: Listen normally on 1 lo 127.0.0.1:123
restrict: op 1 addr 127.0.0.1 mask 255.255.255.255 mflags 09003000 flags 00008001
4 Dec 15:33:37 ntpd[20779]: Listen normally on 2 ethl 192.168.62.161:123
restrict: op 1 addr 192.168.62.161 mask 255.255.255.255 mflags 09003000 flags 00090001
4 Dec 15:33:37 ntpd[20779]: Listen normally on 3 wland 192.168.100.1:123
restrict: op 1 addr 192.163.100.1 mask 255.255.255.255 mflags 00903000 flags 00000001
4 Dec 15:33:37 ntpd[20779]: Listen normally on 4 tund 10.1.1.31:123
restrict: op 1 addr 10.1.1.31 mack 255.255.255.255 mflags 09003000 Flags 0000001
4 Dec 15:33:37 ntpd([26779]: Listening on routing socket on fd #27 for interface updates
event at 0 0.0.0.0 016 6 restart

0.1

peer_name_resolved(0.us.pool.ntp.org) rescode &

key_expire: at © associd 24699

peer_clear: at @ next 3 associd 24699 refid INIT

restrict: op 1 addr 135.65.201.49 mask 255.255.255.255 mflags 00004000 flags 0000910
restrict_source: 138.68.201.49 host restriction added

event at 0 138.65.201.49 8011 51 mobilize assoc 24699

newpeer: 192.168.62.161->138.68.201.49 mode 3 vers 4 poll 6 10 flags 0x101 ox1 ttl O key 0000000
auth_sgekeys: at 1 keys @ expired 0

peer_xmit: at 3 192.168.62.161->138.65.201.49 mode 3 len 48 xmt Oxe918b624.dafe173d
event at 3 135.65.201.49 5014 54 reachable

clock_filter: n 1 off -0.000081 del 0.072577 dsp 7.337502 Jit 0.000002

peer_xmit: at 5 192.165.62.161->135.65.201.49 mode 3 len 45 xmt 0xe918b626.db03cE4S

Refresh Network Status

® Logout  Monday, December 4, 2023 3:33 Ph

In the Modbus Debug Log page users can view the Modbus packet requests from the Aculink
810 to the connected Modbus devices. The Modbus Debug Trace can be enabled to keep track of
the Modbus activity for the AcuLink 810. The Modbus debug logs can be exported and
downloaded for further analysis.

Aculink 810 Gateway

Devices  DataLog

Network Status
RSTP Status

Host Lookup
Connection Test
NTP Syne Test
Modbus Debug Log
Mbus Log

Debug

Modbus Debug Log
<

Modbus Debug Trace
© Enable O Disable

Interval Type Slave ID Function Code

Enter Interval B Enter Slave 1D Enter Function Code

o B

Timestamp  Src Dest Type SlaveID Function Code Data

© Logout  Monday, December 4, 2023 335PM @ About

FO FO FOFS FO FF F0 80 10 10 FO FO 10 FO FO FO FS FO F6 FO DO 10 90 FO 70
2023-12-04 10 FO FO FO FS FO FF FO FO 10 B0 FO 70 10 FO FO FO FS FO FF FO DO 10 30 FO
L AculinkB10  RTURSP 72 3 7010 FO FO FO FS FO F6 F8 F0 10 10 FO 7010 FO FO FOF5 FO FF FO 101070

7070 08 FO FO FF FO FO F5 FO FO F6 FO 30 10 50 FO 83 10 FO FO FF FO FO F5

£0 FOF6 F0 1010 DO F0 70 10 FO FO FO 70 7D FO FF

WO pculinkd 10 met RTUREQ 72 3 4803200200 38 E0 41
15:3302423 v meter -

480370000000 00 00 00 00 00 00 00 00 00 42 F1 92 84 42 F1 94 B4 42
P F1 8,65 42 F1 94 75 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 42
tooaonogs  Meter Aculink810  RTURSP 72 3 6F F2.00 00 00 00 0000 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

00,0000 00 00 00 00 00 00 00 00 00 00 00 EO FO 70 20 0 01 00 00 00 00
00,00 00 3F 80 00 00 3F 80 00 00 3F 80 00 00 3F 80 00 00 04 54

In the Debug page, users can enable SSH connection. Users can also download the AcuLink 810

diagnostic file.

The debug diagnostic options are recommended to be set to 'All Off, as this feature is used for
troubleshooting and can affect the performance of the gateway if turned on.
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AculLink 810 Data Acquisition Gateway & Server

By clicking the Download Diagnostic File button, users can download a full overview of the

AculLink 810 network. If users are experiencing any issues with the Aculink 810, the diagnostic file
can be sent to Accuenergy technical support for further analysis.

Aculink 810 Gateway

@ Logout  Monday, February 12,2024 119 PM @ About  AcuLink 810 ACZUENSIGY
. .. |

Debug Diagnostic - All Off
Turn On/Off al debug diagnostics.
on ot

" Show Detail

E V:2.1.0 Revised: February 2024 A[C”_-‘v_-?ﬁy
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Chapter 12: Maintenance

12.1 System Status

Users can check the Aculink 810's memory usage under System Status page located under the
Maintenance menu tab.

The System Status page allow users to monitor an overview of the Aculink 810 internal
processing for CPU, RAM, Disk, and RS485 usage.

Devices can also be manually rebooted by clicking the Reboot System button at the bottom.

9PM @ About  Aculink 810 ACCUEMSIEY

Rsa8s Usago
s

12.2 Event Log

Historical data of the system event can be checked y clicking on the Event Log button under the
Maintenance menu tab. Event logs can be filtered by entering the Interval number and selecting
a Level from the drop-down list. The level includes either ‘Error’ or ‘Info’.

Users can also clear and export the event logs by clicking the buttons at the bottom of the page.
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Z

AcuLink 810 Test ® Logout Tuesday, December 5,2023 1120 AM @ About  Aculink 810

Devies  Datalog  SystemSetiings  Protocols
System Stotus  Eventlog
Event Log
Interval Level
Enter Interval — Select Level - B
e -
Timestamp Level Message
20231205 ervoy  HTTP post flled, url=htip://18.188 85.147:8000/post, port=3000, htpCode=0, return 22The requested URL returned errr: 400 Bad
112815 """ Request(10 times]
20231205 error TP post falled, uri=htip://18.188.85.147:8000/post, port=3000, htpCode=0, return 22The requested URL returned error: 400 Bad
1127:32 " Request[10 times]
2023-12-05 oy HTTP post failed, Lri=hitp//16.188.85.147:2000/post, port=8000, hitpCodie=0, return 22:The requested URL etuned error: 400 Bad
rror
1127:11 " Request[10 times]
2023-12-05 oy HTTP post failed, url=hitp://16.18885.147:8000/post, port=B000, itpCode=0, rturn 22:The requested URL returned error: 400 Bad
r
112651 0" Request(10 times)

Clear Logs
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Chapter 13: Firmware Update

The AcuLink 810 firmware can directly be updated from the web interface. Click on the System
Settings menu tab and select Firmware Update from the left side menu.

The Firmware Update page lists the current firmware version for the gateway. There are three
methods to update the Aculink 810 firmware, either by selecting the auto firmware update
options, the remote firmware function, or by manually updating the firmware.

13.1 Auto Firmware Update

The Auto Firmware Update function allow users to configure the types of automatic firmware
updates to the Aculink 810.

Disable: This option disables all auto firmware updates.
Critical Update Only: Automatically updates the firmware for critical issues only.

- Automatically Keep Firmware to Latest Version: The firmware will automatically update
whenever there is an update available for the AculLink 810.
Check Time: Set a time frame for AculLink 810 to check whether it has the latest firmware
update. If a new firmware version is available, it will automatically update the firmware to the
latest version.

Aculink 810 Test ® Logout  Monday, December 4, 2023 10:57 AM

Devices  Datalog [EOSCIRSTIPOMN Protocols  Templates  Maintenance  Diagnostics

Date & Time. . Firmware Update

Network
Current Firmware Version: v0.71
Remote Access
Auto Firmware Update *
Email
Disable (Firmware update will be manually executed from this page)
Al hotihcation) Critical Update Only (‘Recommended* Automatically update firmware when a critical and security related issue is fixed)

User Management © Automatically Keep Firmware to Latest Version

Certificate Management Check Time*

0:00 am ~ 1:00 am

Remote Update

Manual Update

Firmware Update File*

13.2 Manual Update

To update the firmware manually, navigate to the Manual Update section and have the required
firmware file ready. Start by clicking on the Browse button, and then locate the .aup firmware file.
Click the Open button to add the file path.

A[[‘/___‘v_-?ﬁy V:2.1.0 Revised: February 2024 E
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NOTE: For firmware files please contact Accuenergy Technical Support.

AcuLink 810 Gateway @ Logout  Monday, February 12,2024 155 PM @ About  Aculink 810 ALCUEMSIGY

oevices  Datalos R Protocols  Templates  Mantenance  Diagnostics

Date & Time. , Firmware Update
Network

Current Firmware Version: v0.71
Remote Access

Auto Firmware Update *

o
Vet
owtioamimnmmm | gt
.

Manual Update
Firmware Update File"

AcuLink 810 Gateway @ Logout  Monday, February 12, 2024 156 PM @ About  Aculink 810 ACCUSNSTEY

Daes Time  Firmuare Updiate
Ntk

Current Firmare Version: v0.71
Ramote Accoss

Auto Firmware Update
emat

Version

Check Time*

E V:2.1.0 Revised: February 2024 A[C”_-‘v_-?ﬁy
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Next, click on Upload once the file is selected.

After the firmware has been uploaded successfully, click on Update to begin the firmware
installation.

‘Aculink 810 Gateway.

Onices  Ditatog Protoccs Tamplates  Maimenance  Disgnostics

@ Logout  Monday, Fabruary 12, 2024 T56 PM @ About  Aculink 810 ALZUSNERGY

Date & Time  Firmware Update
Network } )
urrent Firmware Version: v0.71
Remote Access
Auto Firmware Update *
Emai
°
o y test Version
Check Time*
save
Remote Update

Firmware fl ready to process

Ready to update

The firmware update will take roughly about five minutes to complete.

AcuLink 810 Gateway @ Logout  Monday, February 12,202 156 PM @ About  Aculink 810 ACCUENERGY
Date & Time. A Firmware Update
—

Current Firmware Version: v0.71
Remote Access

Auto Firmware Update *
Email

°
: Version
Cortficate Management [rosmeseen
Whitelst
save

srmiStart updatesees
checking if file exist

check 1f file exist conplete

start decrypting and validating firmeare update package
decrypting...

A green banner at the top of the page will notify the user that the update was successful.

o  Firmware Update
o
s
=
o page)
G

whiteit

ewemStart updatesmene
checking 41 file exist
check 1f file exist complete

decrypting and validating firmare update package
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The Aculink 810 will reboot after the firmware update. The reboot will take approximately about
two minutes to complete, the user will be directed to the login screen after the reboot.

13.3 Remote Update

To use the remote firmware update there needs to be an internet connection to the Aculink 810
for it to access Accuenergy’'s Remote firmware server.

Click on the Check button.

et 30 Gteny @ Logout ond Febry 12,2004 200U @ bt Ak 10 ACTIEASEY

If an update is available, it will display “Update Available!” along with the latest version and update
detail link to the firmware.

Click on Update to begin the updating process.

@ V:2.1.0 Revised: February 2024 A[[”_-‘v_-?E y
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p— CoLogo Mo Feiay 1, 20242025 @ bout Acutink 0 ALIENSEY

ManusUpate
Fimware Updse il

b Logout Mondy Febniary 5, 2024 2405 @ bt ik 810 ATUENGRET

After the update is complete the AcuLink 810 will reboot, and users will be required to login to the
web interface again.
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Chapter 14: Reset Button

The Aculink 810 has a red reset button located at the top of the unit located next to the
Ethernet and USB ports. This button will reset the AcuLink 810 back to its factory default. This
will permanently delete all devices, data logs, alarms, event logs, and device templates. The only
device template that will remain after the reset is the Modbus Gateway Function, however all other
Modbus templates will be removed.

After the reset all network communications on the Aculink 810 will be restored back to its default
setting:

+ Wi-Fi Mode - Access Point (AP) mode.

+ Ethernet 1-192.168.8.101

- Ethernet 2 - DHCP enabled.
NOTE: It is recommended to refer to Configuration Management in the system settings section for
backing up system and device configuration before performing the factory reset.

To successfully perform a reset on the Aculink 810 data acquisition server and gateway, press and
hold the reset button for ten seconds until all LED lights on the unit are flashing. The reset will be
complete when the LED lights stop flashing.

Reset Button

s = |

ORONE) O O O o O O o O O ©)

OO0000000O 00000000 O00B0OOOO

=]
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